Objectives:

* Develop, demonstrate and evaluate an
information architecture, cyber-infrastructure,
data standards and tools to allow integration
and transition of distributed hard and soft data
fusion

Network Based Hard/Soft Information Fusion ¢y
Network Architecture/SOA

B
- | l] J. Rimland

PENNSTATE

Scientific/Technical Approach

* Investigate, leverage, and extend service oriented
architecture, message oriented middleware, multi-agent
systems, complex event processing, and community
standard data representations

* Develop an understanding and approach to optimize
human versus machine functions for observations, sense-
making, situation awareness and collaboration

Accomplishments

* Designed and implemented an integration and transition
environment

* Extended SOA and stream-based computing to a
distributed hard/soft processing environment

* Developed framework for iteratively adjudicating and
optimizing human vs. machine roles in observation,
sense-making and situation awareness

Challenges
* Rapid evolution of SOA and related environments
* Heterogeneous observing and computing environment 1
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Motivation

* Human-centric distributed hard and soft fusion fundamentally requires linking distributed processes
(including physical sensor observations, human reports, hard and soft fusion and collaborative

analysis) over a distributed network
* The heterogeneous observing , communication and computing environment involves combinations
of COTS, GOTS software, data and legacy tools

Summary of Accomplishments

* Conducted literature review of related areas including Service Oriented Architecture, Message
Oriented Middleware, Multi-Agent Systems, and Complex Event Processing

* Conducted assessment of open standards for sensor and distributed information encoding

* Designed and implemented an integration and transition environment

* Extended SOA and stream-based computing to a distributed hard/soft processing environment

* Developed framework for adjudicating and optimizing human vs. machine roles in observation,
sense-making and situation awareness

* Implemented message connectivity (both “pull” and “push”) between University at Buffalo, the
Pennsylvania State University and the Tennessee State University
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1) Portfolio of communication methods and protocols for various conditions
and network configurations

* HTTP Request/Response, JMS, AMQP

* Allows integration with 3 party tools (e.g. GeoSuite)

2) Human-centric extensions to the service-oriented architecture (SOA) and
Message Oriented Middleware (MOM) paradigms.

* Extending “loose coupling” to include human completion of certain
sensing/cognition tasks.

3) Multi-agent Systems (MAS) approach to optimization of information flow
and tasking.

* Further enables dynamic system operation/reconfiguration by
encapsulating tasks into autonomous software services.

4) Application of Complex Event Processing (CEP)

* Transforms multiple streams of distributed heterogeneous data into
logical hierarchies based on the application of local rules at multiple
levels of abstraction.

5) Community Standard Data representation and exchange protocols

* EML, TML, SOS, SES, etc.


http://en.wikipedia.org/wiki/File:ARL_logo.png

Key Accomplishment: Gz,
.' l] Extending the SOA Paradigm |[EXSATES

* Introduced in 1996
 Main tenets of SOA are:

1) Key functionalities are delivered as a service
2) Services are loosely coupled

4 Simplified SOA Model )
Request
>
Response
<€
- /

* Actually coined in 1994 by Alexander Pasik in a class discussion. Later published by
Garner analysts Roy Schulte and Yefin Natis in a 1996 paper [1]. 5
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Misconception: All data should exist at each processing node in a distributed architecture

Data should be routed based on
probability of useful contribution,
transmission cost, and security aspects.

Agent-based, ontology-driven approach
can optimize dynamic routing of data —
so data is only transmitted where
necessary.

Advanced Message Queuing Protocol
(AMQP) is a flexible, high-performance
messaging middleware that can enable
dynamic routing, tasking, and
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* Loose coupling via Message-Oriented
Middleware (MOM) has proven critical
for Complex Event Processing (CEP) over
multiple streams of data.

* Event Pattern Markup Language (EML)
facilitates “semantic snapshots” of
complex event hierarchies that are
flexible, portable, and query-able.

* Causality and other relationships can be
determined via local rules applied at

multiple levels to multiple streams. C @ D

From: http://52north.org/communities/sensorweb/ses/0.0.1/index.html
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e Capability Goal:
— Provide capability for human in the loop experiments at all levels
including; data collection (knowledge elicitation), human annotation

of hard sensor data, human-on-the-loop analysis, and
analyst/observer collaboration

— Provide end-to-end integration of SOA, messaging, multi-agent

software tools, and complex event processing for each sensor and
processing node across the universities.

e Research Goals:

— Conduct experiments with human-centric (human in and on the
loop) information fusion
* Demonstrate utility of “focus of attention” techniques
— Demonstrate effectiveness of smart data routing in distributed H/S
fusion
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End of Presentation — Reference Slides Follow
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observations commands

SOS (Sensor Observation Service):
Introduces observations into the system
(typically encoded as TML, O&M, EML, etc.)

SES (Sensor Event Service):
Allows client to subscribe to filtered data
stream of sensor events

WNS (Web Notification Service):
Enables asynchronous messaging between
subscribers/publishers

SPS (Sensor Planning Service):
High-level coordination of task coordination
(e.g. task feasibility, system status, etc.)

19
Diagram from [1]
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Architecture Lessons Learned

Interoperability is Key &5

Three communication methods explored were:
1) HTTP Request/Response
2) Java Message Service (JMS)
3) Advanced Message Queuing Protocol (AMQP)

* HTTP Request/Response
Good: No vender-lock in, Network/Firewall friendly, Many supporting tools (WS-*)
Bad: More difficult to implement PUSH and other Pub/Sub options

* Java Message Service (JMS)
Good: Implements variety of Pub/Sub options (queues, topics, etc.)
Bad: Requires Java on both ends, can require network config, 3" Party tool compatibility.

* Advanced Message Queuing Protocol (AMQP)

Good: Same Pub/Sub options as JMS, server config. In code, no Java recq., “just works”
Bad: Not compatible with 3™ party tools using HTTP Request / Response

20
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