ABSTRACT

U

nderstanding and adapting to an
evolving terrorist threat presents
a significant challenge to intelligence and law enforcement communities
around the world. The goal of this paper is to
introduce a new approach to developing
dynamic profiles for terrorist organizations
to give decision makers a new tool to analyze
the evolution of terrorist organizations and
estimate the likelihood of future attacks. The
proposed method builds on aspects of
Bayesian probability and multi-objective decision analysis to adapt to the terrorist threats
of the 21st Century. This approach adds to the
current literature by proposing a new dynamic structure for assessing and adapting to
a constantly changing landscape of terrorist
threats, ideologies, and leadership. The proposed method could potentially reduce the
time necessary to develop a profile for
a terrorist organization, and provide an
efficient method of estimating terrorist strategy and impact. These profiles could then
be adjusted based on terrorist threats and
actions over time. This paper concludes with
an example application of the proposed
method for a hypothetical terrorist scenario.

INTRODUCTION
The terrorist attacks that happened in the
United States on September 11, 2001 (9/11)
resulted in almost 3,000 deaths and an international mobilization to counter the growing
threat of terrorism from violent extremist
groups (Rostow, 2002). Due to the ongoing
global threat of attacks by such groups (e.g.,
bombings in Indonesia, Iraq, Pakistan, and
Afghanistan), it is important to identify effective ways of understanding and responding
to terrorist threats (Johnson, 2013; SathaAnand and Urbain, 2013). A wide range of
risk and decision analysis methods have become increasingly important tools in the
fight against terrorism in an effort to effectively counter terrorism (Willis and Kelly,
2005; Ezell et al., 2010), but the ‘‘War on Terror’’ is far from over (Walzer, 2013).
Understanding and adapting to the
threat of terrorism poses a significant challenge to intelligence and law enforcement
communities worldwide. The task of assessing the risk of an attack is time-intensive and
costly, and this task is even more difficult as

the composition and objectives of terrorist
organizations change. The active pursuit of
terrorist organizations by nations around
the world has resulted in the death of some
terrorist threats (Guiora, 2012); however, terrorist organizations have adapted. Some of
the ways that organizations have survived
is by changing leadership, finding new sources of funding/support, and operating in
smaller cells with more limited communication (Jackson et al., 2005). Events like the
Middle East uprisings that started in 2011
(Arango et al., 2012) and the March 2013
assault on a gas refinery in Africa (Trindal,
2013) have highlighted the new capabilities
and objectives of active terrorist organizations (Argomaniz, 2013; Ezell et al., 2012).
It is important to understand the motivations and behavior of terrorist organizations
in order to effectively counter the threat of terrorist attacks. Understanding the tactics of
terrorist organizations is difficult when they
are highly adept at survival, and also have
changing membership and leadership
(Crenshaw, 2000). This paper discusses a new
approach to assessing terrorist organizations
in a dynamic environment. We propose a quantitative method for terrorist threat assessment
based on expert assessment and organizational behavior. The proposed method could
potentially reduce the time necessary to develop a profile for a terrorist organization,
and provide an efficient method of estimating
terrorist strategy and impact.
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sources with varying degrees of reliability (Cronin,
2006; Cox, 2008). Civilian and military personnel
working in security and intelligence are constantly faced with complex and fast-paced decisions that impact national security. These
decision makers face high-risk scenarios involving threat detection and resource allocation that
require vigilance and accuracy. A great deal of
work has been done to assess and identify common characteristics of individuals involved in
a terrorist organization to help identify potential threats (Russell and Miller, 1977). These organizations have also been profiled based on
structure and connectivity to provide insight
into how to better defend against potential attacks (Alexander and Swetnam, 2001; Mishal
and Rosenthal, 2005; Insua et al., 2009; Medina,
2014). Finally, there have been efforts to develop
models for terrorist organizations using contextual and historical information (Faria, 2012).
Though profiling terrorist groups may provide
some insight into the general behavior of an
organization, as far as the authors are aware
dynamic profiles have not previously been
incorporated into a model for estimating future
terrorist behavior.
There are several possible models for how
to categorize terrorist actions suggested in the
literature (Post, 1984, 1986; Post et al., 2002; Victoroff,
2005). In this paper, we use a wide set of behavior categories to provide a general framework
for the proposed method.
• Attack vector: The attack vector is the method
of attack used in a terrorist action. Some examples are suicide bomb, car bomb, package
bomb, improvised nuclear device, radiological bomb, and biological attack.
• Target type: The intended target of the attack
is an important characteristic of a terrorist organization. Some examples of potential target types are civilian infrastructure, military
infrastructure, civilian personnel, military
personnel, and security personnel.
• General features: The overall behavioral characteristics of a terrorist organization will provide an additional source of insight when
attempting to update terrorist profiles. Some
examples of organizational behavior are announcing attacks prior, claiming credit for attacks afterwards, and religious emphasis.
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Adapting to Terrorist Behavior
One common method for updating a terrorist
profile or behavior estimate is using Bayesian
probability (Insua et al., 2009; Wang and Bier,
2011). For example, Pate-Cornell and Guikema
(2002) incorporated Bayesian updating when considering the probability of success for a particular
terrorist or countermeasure, but did not account for adaptive or unknown/misunderstood
attackers, something that is of critical importance
in defense against terrorism (Cardoso and Diniz,
2009). Pate-Cornell and Guikema (2002) also
looked at the potential threat posed by multiple
groups, and how those threats could be aggregated using Bayesian probability to generate a single threat score for each potential avenue of attack.
Guikema and Aven (2010) expanded on the
Pate-Cornell and Guikema (2002) model by proposing a three-tiered ranking system for threat
classification. However, this system only identified extreme situations (tolerable risk and unacceptable risk), putting complex and nuanced
threats into a middle category for additional
study. Terrorist acts may not appear to be consistent over a period of time for a variety of
reasons (e.g., the composition of the group
changes, or the goals of the group solidify). As
pointed out in the literature (Brown and Cox,
2011; Golany et al., 2009), some limitations of
probabilistic modeling remain because ‘‘terrorists do not act randomly.’’ In this paper we propose a flexible framework for assessing terrorist
organizations that accounts for changing composition and objectives when calculating the
likelihood of future actions.

Decision with Multiple Criteria
Multi-objective decision analysis (MODA)
and multicriteria decision making (MCDM) are
approaches to decision making and optimization
that acknowledge the complexity and multifaceted nature of decision making in real-world
problems (Triantaphyllou and Baig, 2005). In this
paper, we refer to these two fields under the umbrella of MODA for the sake of clarity. One important aspect of this discussion is the idea of
model adaptation to a changing terrorist organization. In the broader MODA context, it is important to identify the nuanced objectives of
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a stakeholder when they are confronted with a
wide array of conflicting objectives.
Counterterrorism is a well-studied topic in
the MODA literature (Keeney, 2007; Linkov
et al., 2007). However, the relative scarcity of
empirical data on terrorist attacks makes it difficult
to apply conventional statistical methods (Brown
and Cox, 2011). Keeney and von Winterfeldt
(1989) provide a good discussion of some of
the challenges and solutions that arise when
experts are used to assess complex problems.
In this paper, we propose a statistical framework that accounts for terrorist attacks, but also
includes other observable behaviors or actions.
The process of eliciting the preferences of
a decision maker is discussed extensively in the
literature and there are a wide variety of possible
solutions proposed (Ribeiro, 1996; Chen and Pu,
2004; Wallenius et al., 2008). In the MODA literature, there are several methods proposed to deal
with stakeholders whose preferences are inconsistent in the course of the elicitation process
(e.g., Zionts and Wallenius, 1976; Yu et al., 1985;
Cohon, 2004). Since here we are focusing on terrorist organizations that can change, it is important to consider mechanisms that can adapt to
changing or inconsistent behavior. Though there
are many different and nuanced MODA approaches that could be discussed (see Belton
and Stewart, 2002, for a comprehensive overview), in this paper we build on theory from
the MODA literature in two ways.
The first way that we build on the MODA literature is using several of the techniques proposed by Zionts and Wallenius (1976) to find
a decision maker’s preferences. The method proposed by Zionts and Wallenius used stakeholder
preferences to alter a set of weights (li) to find the
best decision based on a series of questions about
preference. The set of li weights was used to provide a ranked set of decision alternatives based
on the decision maker preferences (Zionts and
Wallenius, 1976, 1983). Each decision alternative
has desirable and undesirable characteristics,
which were compared to identify the decision
combination that best matched the stakeholder
preferences. In the Zionts and Wallenius method,
the modeler poses a series of questions to the decision makers to directly compare decision alternatives. With each question, the modeler would
add a new constraint and resolve the optimization
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problem to identify the stakeholder preference
region. As the number of questions increased,
the size of the decision space diminished if the
answer was consistent with previous question
responses. This process continued until the decision space was reduced to a small enough region to provide the stakeholder with a clear
solution.
In this paper, we use portions of Zionts and
Wallenius’ method to develop a nuanced profile
of a terrorist organization, where each action by
a terrorist organization is treated like a response
to a question. With each action, the weighting
scheme is changed using Bayesian updating instead of adding a new constraint. By updating
the weighting scheme directly instead of adding
constraints, we keep the decision space open to
allow for shifts in an organization’s goals. The
exact application is discussed in detail in the
following section.
The second way that we build on MODA literature is the use of stakeholder elicitation techniques to construct decision alternatives or
archetypes. In a classical MODA problem, we
might have several discrete decision alternatives to choose from, and each alternative has
positive and negative characteristics. For example, if a decision maker is choosing a vehicle to
purchase, statistics provided about each option
might include miles per gallon, horsepower,
and interior. To find rankings for each of these
characteristics, the stakeholders would provide
rankings for each vehicle in the pertinent categories. In this paper, we use stakeholder assessments of terrorist organizations/objectives to
help construct archetypes as the decision alternatives. Each archetype has a set of likelihood
rankings for each action that a terrorist organization might exhibit (e.g., suicide bombing,
pre-attack announcement). The stakeholder
elicitation could be done using any proven
weight elicitation techniques in the literature
(see examples, discussion, and comparison in
Gregory and Keeney, 1994; Bottomley and
Doyle, 2001; Riabacke et al., 2009).

PROPOSED METHOD
An archetype is a set of weights for potential actions that are associated with
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a motivation or objective. Archetypes can
be combined with other archetypes to describe nuanced motivations and behavior. An
archetype is not meant to represent any particular group; rather it is designed to capture
some of the common characteristics across
a set of terrorist groups. A profile for a particular terrorist agency could be developed
directly, or as a combination of different archetypes. The development and mixing of terrorist archetypes would provide decision makers
a clearer picture of terrorist behavior and
motivation.
The terrorist archetypes would be developed with input from stakeholders (e.g., government agencies, politicians, sociologists,
experts in counterterrorism) to provide a
weighted rank of terrorist priorities and objectives. This input could be elicited using any
of the methods discussed in the MODA and
expert elicitation literature that provides a
single score/number for each characteristic
(e.g., Dalton et al., 2010) as discussed in the
literature review. Each archetype would be
representative of an extremist objective or
system of behavior (e.g., a radical organization
attempting to remove a foreign influence from
a specific country or region, or anarchists/
separatists inside a country). Once the individual archetypes are developed by the expert
groups, the archetypes could be combined
into a single adaptive profile to account for
complex terrorist behavior and evolution,
rather than attempting to assign specific risk
values for each terrorist organization.

Definitions, Notation, and
Assumptions
The method proposed in this paper builds
on counterterrorism literature but we clarify terminology that is specific to this paper. When defining the terminology we reference MODA
terms to provide the reader with additional context. Then we present the set of notation that will
be used in this paper. Finally, there are a few key
assumptions that are used in the process of developing the archetypes that are important to
state. The set of assumptions provides additional
perspective on how to structure and apply the
proposed method.
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Term Definitions.

• Terrorist/attacker: A nonstate actor, or affiliated
set of actors, that presents an ongoing, tangible threat to vital interests or national security.
In this paper, we focus primarily on attackers
that exhibit terrorist-like behavior. In MODA
terminology, the attacker is the decision maker
in the Zionts and Wallenius (1976) method.
• Action/behavior: An observable or measurable
event (e.g., bombing, kidnapping, making announcement, making threat) that occurs as the
result of an attacker’s existence or pursuit of
specific goals, and that are of interest to the
counterterrorism community. In MODA terminology, the action is a characteristic of a
decision alternative.
• Objective: A single defined goal that an attacker might want to achieve.
• Objective archetype: A list of weights for each
possible action that an attacker might exhibit
when attempting to achieve a single objective. In MODA terminology, the archetype
is a vector of values/weights for all the characteristics of a decision alternative
• Archetype weight vector: A set of weights for
the objectives that an attacking agency might
be attempting to achieve. In MODA terminology, the archetype weight vector is a normalized ranking of the decision alternatives
• Behavior profile: The likelihood that an attacking agency might exhibit one of the observable
actions
Mathematical Notation.

• m: The number of actions attributed to the attacker over time.
• n: The number of different actions that can be
taken/demonstrated by the attacker.
• t: The number of archetypes available for defining the attacker profile.
• D: Set of actions that could be taken by an attacker, D [ fd: d ¼ 1, 2, ., ng.
• J: Set of actions attributed to an attacker in
chronological order, J [ fj: j ¼ 0, 1, ., mg.
The index j is initialized at 0 before any action
has been observed.
• uj,d 2 f0,1g: uj,d is the indicator for the type of
action d taken in time step j. Only one action
can
Pn be taken per time step such that
d 5 1 uj;d 5 1 "j 2 J.
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• K: Set of archetypes that are available to describe the attacker, K [ fk: k ¼ 1, 2, ., tg.
• a 2 [0,1]: Rate of adaption to failure. If an attacker fails at performing an attempted action
then this rate allows there to be a different rate
of organizational change.
• x 2 [0,1]: Rate of organizational change. Can
be used to slow down or accelerate the shift
in organizational objectives.
• sj 2 f0,1g: Indicator function for whether or
not an action was successful; sj ¼ 0 means
that attacker failed when attempting an action, and sj ¼ 1 means the attacker was successful at time step j.
• rk,d 2 [0, 1]: Likelihood that an attacker with
the objective of archetype k will display action d; rk,d ¼ P(djk).
• bd,j 2 [0, 1]: Likelihood of an attacker taking
action d after observing the jth action; bd,j ¼
P(djj).
• lk,j 2 [0, 1]: Component of attacker behavior
that be described by archetype k after observing the jth action; lk,j ¼ P(kjj) and
P
t
k 5 1 lk;j 5 1 " j $ 1.
• rk ¼ (rk,1, rk,2, ., rk,n): Vector of likelihood estimates for different actions for archetype k.
• lj ¼ (l1,j, l2,j, ., lt,j): Attacker archetype
weight vector after the jth action.
• bj ¼ (b1,j, b2,j, ., bn,j): Attacker behavior profile vector after the jth action.
Model Assumptions.

1. Terrorist organizations have an objective, or
set of objectives, that they are attempting to
achieve (Golany et al., 2009; Brown and
Cox, 2011).
2. Terrorist actions are executed in an effort to
achieve the objective(s) of the organization
(Golany et al., 2009; Brown and Cox, 2011).
3. Changes in an organization’s objectives will
be reflected in the behavior of the organization. This is a natural extension of assumptions 1 and 2 as follows: If an organization
has a set of objectives, and acts in such a
way to achieve those objectives, then when
the objectives of the organization change,
the actions the organization exhibits must also
change to match the new objectives. This assumption does not hold when different objectives have identical action sets.
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4. Actions that can be correctly attributed to
a terrorist organization provide insight into
that organization’s motivations. This follows
from assumption 3 that if an organization
changes its behavior to reflect different objectives, then the objectives could be gleaned
from the organization’s actions. In this paper,
we propose a dynamic approach to assessing
terrorist organizations that uses what is
known to continuously improve any initial
estimate, so as the terrorist organization acts
these actions can be used to improve our understanding of the organization’s objectives.
5. Expert elicitation can provide an initial estimate of some of the actions that a terrorist
might exhibit when attempting to achieve
a particular objective, but are not expected
to predict a particular terrorist organization’s
objectives.

Archetype Methodology
The archetype concept is useful for isolating
a single terrorist objective and pairing that objective with a set of associated actions. Archetype development should be conducted in
close partnership with a set of decision makers
and experts in counterterrorism (stakeholders).
In this paper, we use terrorist objectives to develop archetypes and leave other methods for
future work, though other potential applications of the framework may be mentioned as
examples in passing.
Choosing Archetypes. The first step in archetype

development is the selection of a set of objectives that sufficiently captures the threats that
will be quantified in the proposed system. If
the agency considering threats is the United
States government, then the set of objectives
used to develop archetypes would include potential threats to US interests and allies. The
range of objectives should include innocuous
and violent actions to help maximize the
chance of effectively classifying the type of threat
presented.
When developing archetypes, it is important that the purpose described is not too specific or too general. Example objectives that
could be used to develop an archetype include:
‘‘End Protestant rule of Ireland at any cost,’’ or
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‘‘End US intervention in Egypt through political
means.’’ Actions by organizations with these archetypes could include things like assassinations, bombings, armed rebellion, and organized
protests. It is important to note that all observable behavior by a potential terrorist organization may be useful in assessing potential future
threats.
If a purpose is too specific, it may not be applicable at all to the current set of terrorist
threats. An example of an archetype that might
be too specific is ‘‘End US intervention in Egypt
by manipulating the 2012 presidential elections.’’ While this objective may be pertinent
in the short-term, an archetype with such a narrow objective will not be useful when attempting to assess future threats. Conversely, an
archetype that is too general (e.g., ‘‘Destroy
France’’) may not be very useful in understanding or defining changing threats.
A different approach to archetype development might encourage stakeholders to treat
some of the better known terrorist organizations
as unique archetypes. The advantage of this approach is that it would likely reduce the amount
of time required to identify and develop archetypes. However, one of the key disadvantages
of using well-known terror organizations to
form the basis of the archetype methodology is
that the framework could rapidly become outdated. Another challenge is that it may be difficult (and potentially confusing) to describe new
terrorist organizations as a combination of older
organizations, especially if those organizations
no longer exist. This method of archetype development may also add too much specificity in the
archetype definition and would be less reliable
as the older organizations that served as a basis
for the original archetypes change.
Developing an Archetype. The next step in the arche-

type development process is the identification
of terrorist actions that should be monitored.
Table 1.

With the list of objectives found using the
methods discussed in previous sections, the
stakeholders would estimate the likelihood of
actions for each archetype. Participants in the
elicitation process would be asked to estimate
the likelihood that a group with objective k
would attempt action d. For every archetype
the stakeholders would work to assign likelihood estimates for each possible action. In
MODA terminology, the participants would be
asked to provide the values of the characteristics of each decision alternative to be considered. The product of the elicitation process
would be a set of rk vectors for each of the k archetypes. A fully elicited archetype would be
put into a format similar to Table 1, with values
like those shown in the example application (Table 4). In future iterations and applications of
this model, it may be appropriate to recommend
a specific approach to eliciting the weights used
in the archetype. However, for the purpose of
this paper we focus on developing the broad
approach, rather than specifying an elicitation
technique.
Combining Archetypes into a Terrorist Profile. In the

proposed method, archetypes serve as the basic
building block for analyzing and understanding
the behavior of terrorist organizations. The next
step in the archetype process is to build profile
vectors, lj, from the individual archetypes developed using expert elicitation (see the previous subsection). In this section, we define the
mechanism for developing a terrorist profile
vector from terrorist archetypes, and then introduce several techniques that could be used to
develop an initial attacker profile using archetypes. An archetype weighting vector framework is shown in Table 2.
The archetype weights can be written simply as a sequence of weights lk,j in a vector
(lj). It is important to develop profiles that
are meaningful and provide specific enough

Objective archetype vector.

Category

Attack vector

Attack target

General features

Name
Archetype k

Behavior 1 .
rk,1 .

Behavior d .
rk,d .

. Behavior n
. rk,n

Note: An example archetype with different behaviors (d) will be scored by the stakeholders.
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Table 2.

Archetype weight vector.
Name

Archetype 1

Archetype k

Archetype t

Terrorist organization

l1,j

lk,j

lt,j

Note: To combine several archetypes into a single terrorist profile, we give weights to each archetype. In this table
we look at an archetype weight vector with a value (lk,j) assigned to each archetype after the jth action.

estimates of terrorist behavior such that stakeholders can make decisions about how to engage with a particular organization. However,
though initial profiles should capture key features of the organization, the definition of the
attacking organization should remain broad
enough to account for ‘‘new,’’ or previously unobserved, actions. Here we provide some examples of how an initial terrorist profile could be
constructed from a set of archetypes, motivated
by the work of Zionts and Wallenius (1976). It
should be noted that for all lk,j discussed here,
j ¼ 0 since we assume that the framework for
assessing a terrorist organization is set before accounting for any recent actions by the
attacker.
• Focused: Start with a single objective k, and
give all the weight to that particular archetype (lk,0 ¼ 1; l1,0 ¼ l2,0 ¼ . ¼ lk-1,0 ¼
lk11,0 ¼ . ¼ lt,0 ¼ 0). This strategy would
be appropriate if a terrorist organization appears to be entirely focused on a single objective without regard to any others. The
advantage of this method is that it would
provide a clear and quick estimate for what
type of behaviors an organization might
exhibit. However, the drawback of such
a simple initial construction is that it may
provide an overly confident estimate of future action and take longer to identify other
objectives that were initially obscured.
• Generalist: Start with an equal weighting for
all objectives (say all archetypes, t) that a terrorist organization has previously claimed,
or that stakeholders believe may be driving
the organization (l1,0 ¼ l2,0 ¼ . ¼ lt,0 ¼ 1/t).
Then, as the terrorist organization exhibits
different behaviors over time, the profile will
be updated according to the methods to be
discussed previously. The advantage of this
tactic is that stakeholders will not be very
surprised if a terrorist organization exhibits
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behaviors that haven’t previously been observed. The disadvantage of this approach
is that if the initial list of objectives attributed
to a terrorist organization is very disparate, it
may be challenging to easily identify what
behaviors the terrorist organization is most
likely to exhibit in the future.
• Adapted: Start with one of the two approaches described above (1 or 2). Then update the terrorist profile to the present time
using the historical behavior of the terrorist
organization to start identifying what the
current terrorist profile might look like.
The advantage of this approach is that stakeholders will be able to use a nuanced behavioral profile in the future. However, it is
important to note that there is a significant
danger of confirmation bias if this approach
is used because the initial set of archetypes
chosen by the stakeholders to represent the
terrorist organization would have been informed by the historical behavior. Thus, using the historical behavior to update the
terrorist profile may just reinforce the stakeholders’ perception of the terrorist organization and provide a biased estimate of future
behavior.
• Stakeholder: Start with a set of objectives that
the terrorist has claimed, and have stakeholders select the initial weights assigned
to
Pt each archetype (normalized such that
k 5 1 lk;0 5 1). The advantage of this approach is that it is a quick method to generate
a nuanced profile of a terrorist organization.
The disadvantage of this method is clear
since there is a significant source of bias introduced into the method, which may reduce
the reliability of the proposed approach and
take a long time for the method to self-correct
as the terrorist organization acts.
The approaches listed here are stakeholder
driven, but in future work we will examine
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what other techniques could be used to define
a starting profile for a terrorist organization.
For example, by examining the set of behaviors
that a terrorist organization has exhibited historically, one could generate a starting profile
for the terrorist organization and reverse engineer archetype combinations for the profile.
This method will provide a precise estimate
based on exhibited behaviors, but could generate a large number of archetype combinations
that might fit the exhibited behaviors if the archetypes are not linearly independent. Thus,
this method might still require stakeholder intervention to identify the most likely initial
archetype combination to represent a terrorist
organization.
Similarly, the behavioral profile can be
written as a sequence of characteristics that
the organization is likely to exhibit as a vector
bj ¼ (b1,j, b2,j, ., bn,j). The behavioral profile
is calculated using the values from Tables 1
and 2 as shown in Equation 1. This calculation
provides an initial estimate of the likelihood
observing each possible action as seen in Table
3. The calculation shown in Equation 1 is done
every time the terrorist acts ( j e J), for the set of
possible actions (d e D).

bd;j 5

Xt
k51

lk;j rk;d " d 2 D

(1)

Updating the Attacker Profile. Once an initial profile

has been formed, it is important to have a clear
methodology for updating the profile as new
information becomes available. In this paper,
we use Bayesian probability to update the archetype weighting vector lj after the jth action is observed. To develop the concept
clearly, we start with Bayes Rule to find P
(kjd), the portion of terrorist behavior that

Table 3.

can explained by archetype k after the jth
action of type d.

PðdjkÞPðkÞ
PðdjkÞPðkÞ
5 Pt
PðdÞ
k51 PðdjkÞPðkÞ
rk;d lk;j21
" k 2 ½1;t
5 Pt
k51 rk;d lk;j21

PðkjdÞ 5

lk;j 5 PðkjdÞ 5 Pt

rk;d lk;j21

k51 rk;d

lk;j21

(2)

" k 2 ½1;t
(3)

By expanding on Bayes rule in Equation 2,
we can derive Equation 3 to update the components of the weight vector lj, after observing
the jth action of type d. Equation 1 is then applied
to find the behavior vector Bj. Since each terrorist
organization is different, it is important to incorporate control parameters that alter the updating
process. In this paper we propose two control
variables that could be used to update the vector
lj after an action is observed: Rate of adaption to
failure (a) and Rate of organizational change (x).
In Equations 4 (probability) and 5 (weights) the
control variables a and x are added see how the
information gained using Bayes rule (Equation
2) could be applied to account for differences between terrorist organizations.



lk;j 5 PðkÞ 1 x 1 2 a 1 2 sj

3ðPðkjdÞ 2 PðkÞÞ " k 2 ½1;t
(4)



lk;j 5 lk;j21 1 x 1 2 a 1 2 sj
!
rk;d lk;j21
3 Pt
2 lk;j21 " k 2 ½1;t
k51 rk;d lk;j21
(5)
It is important that any updating method
used to assess terrorist threats also accounts for

Attacker behavior profile.
Category

Attack vector

Attack target

General features

Name
Terrorist organization

Action 1 .
b1,j .

. Action d ...
. bd,j .

. Action n
. bn,j

Note: The terrorist behavior profile is calculated by multiplying the weights for each archetype by each individual
behavior, and then calculating the sum for each behavior across all archetypes. This method yields a likelihood
score for each activity that is between 0 and 1.
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how the organization responds to failure since
not all actions attempted by terrorists are successful (e.g., a failed bombing or failed recruitment effort). To account for this factor, we propose a rate
of adaption to failure (a) to allow for a different
speed of learning about an attacking organization
when a failed action is observed. This rate could
be set for all failures, or it could be tailored to
a specific event based on expert assessment and
intercepted communication.
Analytically it should be noted that if a terrorist organization was given an a weight of
0 (a ¼ 0) by the stakeholders, then an unsuccessful action provides the same amount of information about future behavior as a successful action.
In such a case, the updating procedure would be
no different, independent of the value of x. If
0 , a , 1, it would indicate that an observed
action still provides some indication of future
behavior, but the larger the a value, the smaller
the amount of information that can be learned
from a failed action.
The second control variable (x) allows
stakeholders to control the rate of change for
particular terrorist organizations that might be
more, or less, prone to change their objectives
and tactics. To effectively utilize the model’s
updating capability, it is important to have
x . 0. The x value associated with a terrorist organization can be tailored to the specific situation and culture, and could be increased or
decreased if there was a change in leadership.
One analytic result that is important to note is
how changes in a and x impact the rate of
change in the weight vector lj. The next section
of the paper explores an example application to
provide further motivation and context for the
proposed method. The following section provides additional insight into the significance of
a and x using sensitivity analysis.
For the basic method we have intentionally
not included a mechanism to slow the rate of
updating over time. Though it would be easy
to augment Equation 5 to reduce the step size
over time (e.g., 1/j or 1/log( j 11)), this addition
may not be helpful in practice. The utility of this
extension would vary widely depending on the
application and it could increase the stability of
the results. Unfortunately, the increase in stability would also reduce the flexibility of the model
by making early actions more important than
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later actions. Over time, the reduction in step
size would result in a reduced space for analysis, and the proposed method could be replaced
with other MODA methods where the goal is to
find a single decision point (Zionts and Wallenius,
1976, 1983), instead of tracking a dynamic set of
preferences and goals.

EXAMPLE APPLICATION
In this section, we explore an example application of archetypes from development to
updating. For an example application of archetypes, here we present two possible objectives
that a terrorist organization might have: 1. Turn
Egypt into an Islamic country, and 2. End US intervention in the Middle East. These two objectives will be used as our example archetypes,
and will encompass the entire set of possible objectives for a terrorist organization. For the purposes of this paper we leave the nuances of the
elicitation process to the decision maker. Using
one of the stakeholder elicitation techniques discussed in the literature review, the characteristics of each terrorist archetype (or decision
alternative) would be populated. In our method,
the measure of a characteristic is the likelihood
of that behavior being exhibited by a terrorist
organization with a single objective (one of the
archetype objectives).
Once the archetypes have been developed,
we can apply the proposed method to try and
characterize the behavior of a terrorist organization. In Table 4 we analyze the objectives of a new
terrorist organization named SIGMA to provide
a starting profile. Since little may be known
about this new organization, let the initial archetype vector estimate for SIGMA be equal parts of
all known archetypes (initial archetype vector of
lj ¼ l0 ¼ (0.5, 0.5)). Let us assume that SIGMA
appears to be a large organization and will be
slow to make changes to the organizational objective set (x ¼ 0.25). Additionally, let us assume
that a failed action provides less information
about the objectives of the organization than a
successful action (a ¼ 0.5).
Although an archetype-based profile could
account for a larger number of behaviors, here
we focus on a few potential attack vectors that
a terrorist organization might pursue: car bomb,
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Table 4.

SIGMA archetype weight vector.

Terrorist Archetypes (k)

SIGMA
weights (l0)

Car
bomb
(d¼1)

Suicide
bomb
(d¼2)

Improvised
nuclear
device (d¼3)

Biological
attack
(d¼4)

0.5
0.5

0.75
0.1

0.75
0.5

0.05
0.1

0.2
0.5

1. Turn Egypt into an Islamic country
2. End American intervention in the
Middle East

Note: The two terrorist archetypes shown are equally weighted in SIMGA’s archetype weight vector. Each value rk,d is
the likelihood of a particular type of attack d by archetype k.

suicide bomb, improvised nuclear device, and
biological attack. We give each archetype a likelihood of pursuing two attack vectors (actions).
Having two potential actions per archetype
demonstrates some of the predictive capabilities
of the proposed approach, though a simpler example could be constructed with only one potential action.
As shown in Table 5, a single terrorist behavior profile can be generated for a terrorist organization before the attacker has acted based
on expert assessment for the types of actions
that an organization might exhibit. In this case,
our initial archetype weights of l0 ¼ (0.5, 0.5)
gives an equal likelihood of the terrorist organization pursuing two different objectives (being
composed of two archetypes). In Equation 6,
the likelihood of the terrorist organization displaying an action of type d (bd;j ) is calculated using Equation 1. Specifically, Equation 6 shows
how to calculate the likelihood that SIGMA
would attempt to use a car bomb (d ¼ 1) to
achieve the organization’s objectives. The calculation shown in Equation 6 is repeated for all
possible actions (d e D), and the results for this
example are shown in Table 5.

b1;0 5

Xt
k51


lk;j rk;d 5 l1;0 r1;1 1 l2;0 r2;1

5 0:5 0:75 1 0:5 0:1 5 0:425
Table 5.

(6)

For this example, the only actions that we
have listed are four attack vectors. Now that
the list of possible behaviors is identified and
associated with an estimate of likely behaviors, we wait until SIGMA acts to update the
terrorist profile. Let us assume that the first
attack ( j ¼ 1) by SIGMA was an unsuccessful
(s1 ¼ 0) car bomb (d ¼ 1), giving us u1,1 ¼ 1. We
know from Table 5 that only terrorists trying
to achieve objective 2 would use car bombs,
so we can update our terrorist archetype
weights using Equation 5 as shown in Equation 7 and solved in Equation 8. Because the
attack was unsuccessful, s1 ¼ 0, and a similar
calculation is done for the lk,1 vector to get all
architype weights.

lk;j 5 l1;1 5 l1;0 1 xð1 2 að1 2 s1 ÞÞ
!
r1;1 l1;0
3 Pt
2 l1;0 " k 2 ½1;t
k51 rk;1 lk;0
5 0:5
 1 0:25  ð1 2 0:5  1Þ

0:750:5
2 0:5 5 0:55
3
0:750:5 1 0:10:5

(7)

(8)

After each iteration of the game, a new set
of archetype weights (l1,j, l2,j, ., lt,j) are calculated for SGIMA’s profile. In Table 6, the
transformation of each component of the archetype weight vector is updated using the

SIGMA behavior profile.

SIGMA
Behavior Profile

Car bomb
(d¼1)

Suicide
bomb (d¼2)

Improvised
nuclear device (d¼3)

Biological
attack (d¼4)

j¼0

0.425

0.625

0.075

0.350

Note: The behavior profile for SIGMA (bj ) is composed of individual estimates (bd;j ), which is the likelihood that
SIGMA will attempt action d in an effort to achieve their objectives after the jth action.
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Table 6.

We can now infer something about one of the
key objectives of SIGMA based on the archetype
weighting: SIGMA appears to be primarily focused on objective 1, or ‘‘Turning Egypt into an
Islamic Country,’’ since the weight of Archetype
1 is 0.65. This knowledge can help improve defensive and diplomatic policy, since we can identify some of the goals and methods of the group
based on past behavior. However, it is important
to note that in the example shown SIGMA still
has some portion of their behavior that could
be explained based on a secondary objective (Archetype 2). The point of using archetypes is to
identify the set of objectives that a terrorist organization is attempting to achieve, not just isolate
the most likely single objective. This is an especially important point to consider when applying
the methodology proposed in this paper.

SIGMA archetype weights over time.

SIGMA archetypes weights
after the jth behavior

l1,j

l2,j

j¼0
j ¼ 1, s1 ¼ 0, u1,1 ¼ 1
j ¼ 2, s2 ¼ 0, u2,2 ¼ 1
j ¼ 3, s3 ¼ 0, u3,1 ¼ 1

0.5
0.55
0.64
0.65

0.5
0.45
0.36
0.35

Note: The weight of each archetype changes as new
attacks occur, giving a new value for each lk,j. This
profile can then be used to estimate future attacks.

process shown in Equations 7 and 8 as new
events occur. In this example, the events
(indexed by j) are: 1. Unsuccessful (s1 ¼ 0) car
bomb (u1,1 ¼ 1), 2. Unsuccessful (s2 ¼ 0) suicide
bomb (u2,2 ¼ 1), and 3. Unsuccessful (s3 ¼ 0) car
bomb (u3,1 ¼ 1).
Each time the SIGMA acts, information can
be gleaned about the archetype composition that
best represents the motivations and potential future behavior of the organization. Table 6 shows
the impact that each new attack has on SIGMA’s
archetype composition. This gives some insight
about the possible motivations of the terrorist organization, and information about potential future attacks as shown in Table 7.
As can be seen in Table 7, after the first car
bomb (u1,1 ¼ 1), a suicide bomb (0.66) or car
bomb (0.52) were the most likely future actions,
even though SIGMA had only used a car bomb.
Since the probabilities were based on archetypes rather than just historical behavior, the
probability of other types of events also change
as SIGMA’s profile changes. This proved insightful in this example because the suicide
bomb was expected, and could be thwarted,
even though the group had never used this attack vector before.
Table 7.

DISCUSSION
In the previous section, we provided a
worked out example of how to assess a terrorist organization (SIGMA), and showed how to
use observed actions to gain an initial estimate
of an attacker’s objectives. The benefit of the archetype method is that after each action, a new
profile is developed for the attacker, which provides an estimate of likely future events. Each
action provides information about the current
state of the attacking organization, and what it
may do in the future. As more and more actions
are observed ( j increases), it is possible that the
terrorist organization may have a set of characteristics that are only consistent with one archetype. A result of this type would indicate that
the terrorist organization has a clear, singular
objective that it is attempting to achieve. This

SIGMA behavior profile.

Terrorist profile

Car bomb (d¼1)

Suicide bomb (d¼2)

Improvised
nuclear device (d¼3)

Biological
attack (d¼4)

j¼0
j¼1
j¼2
j¼3

0.42
0.46
0.51
0.52

0.62
0.64
0.66
0.66

0.08
0.07
0.07
0.07

0.35
0.34
0.31
0.31

Note: These characteristic compositions are based on the current profile of the SIGMA, and the most recent action, j,
and make up the behavior vector bj.
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Figure 1. Impact of parameter values. Here we show the new archetype weights for SIGMA after the first action
is observed for different parameter values. As x increases and a decreases, the greater the impact of the observed
action on the archetype weight lj. The black dot indicates the value that was found in this example given the initial parameters for SIGMA.

is one possible outcome of the archetype method,
but it is not the only valid result.
As stated in the beginning of the paper, we
assume that terrorists do not act randomly. We
assume that terrorists are attempting to achieve
one or more objectives, and that the actions they
attempt will be consistent (in their minds) with
achieving those objectives. For this reason, it is
important to note that the speed of change in
the weighting vector (lj) is highly dependent
on the values of a and x. For SIGMA, we set
a ¼ 0.5 and x ¼ 0.25 and only shifted the archetype

weight from l1,0 to l1,3 by 0.15 after observing
three actions. In Figure 1 we look at how the result
for l1 (the archetype weighting vector after the
first action, shown in Table 7) would have been
different if SIGMA had a different set of control
parameters.
Another analytical result with is important
to note is the maximum speed with which an organization might converge on a single archetype. This speed would also be governed by
the parameters x and a. In Figure 2 we provide
a visual representation of the upper bound for

Figure 2. Archetype weighting over time. As the number of observed actions increases, in the unlikely case that
all actions are consistent with a single archetype, the weight of that archetype will increase over time.
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SIGMA to converge on one archetype, where we
assume that SIGMA repeatedly attempted car
bombings (d ¼ 1). The upper bound would occur if the following conditions were met:
1. The attacking organizations acts in such
a way that only one archetype is the most
likely to describe the motivation behind every terrorist action.
2. The attacking organization successfully accomplishes every attempted action (of the
actions observed) or treats success as being
identical to failure (a ¼ 0).
In this paper, we attempted to reduce the
need for estimation by separating the development of archetypes from the generation of a
complicated attacker profile, but there is still a
human component that must be considered.
The use of expert assessment can tricky and
complicated to achieve without introducing
bias into a decision (Kynn, 2008). Probability estimation is challenging, and it is important to
deal with the issue of bias whenever people’s
opinions or perspective are involved in a model.
In this paper, we have focused primarily on
demonstrating the potential value of introducing archetypes and relied on the MODA elicitation literature for a more complete discussion
of expert assessment bias (Ford and Sterman,
1998) and implementation in the counterterrorism domain (Bhashyam and Montibeller, 2016).
In future work we plan to explore the impact of allowing an attack, and the impact that
such an action would have on the future objectives and actions taken by a terrorist organization. Specifically, if a terrorist organization’s
objectives can be linked to the actions that are
performed, and terrorists respond differently
to failure than success, then the defending organization could choose to allow certain actions in
order to reduce the chances of more dangerous
behavior in the future. For the example, if an organization attempted several peaceful actions (e.g., sit-ins, protests, petitions) but were
thwarted when attempting these actions, it’s
possible that the same organization might attempt more violent actions. If the violent actions
are successful, then it’s possible that an organization might shift from having peaceful to
violent objectives over time. Alternatively, if
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a previously violent organization attempts
to use nonviolent means, how actively should
defending governments thwart the nonviolent
actions of such an organization?

CONCLUSION
This paper deals with the problem of understanding and adapting to terrorist threats in
a practical and statistically viable way. We discuss a new method of profile development for
organizations using archetypes, where knowledge about an attacker’s objectives and actions
can be leveraged to estimate the likelihood of future behavior. In traditional MODA models the
objective is to find the decision alternative that
best matches the interest of the stakeholders,
a method which works well with static preferences and objectives. The contribution of archetypes provides an easy method to develop and
update a unique terrorist profile without being
constrained by a static modeling structure.
The method proposed in this paper provides a new tool that may improve the ability
of government actors to make decisions when
faced with an unknown or changing attacker.
A model with these capabilities could also help
improve decision-making methods over time,
even for very complicated attacker profiles. Additionally, the use of archetypes to assess and
categorize terrorist organizations could improve efficiency and accuracy when assessing
future threats. Rather than building a unique
profile of motivations and objectives for each
new terrorist organization, agencies will be able
to use archetypes to quickly build a terrorist
profile. The proposed method could reduce
the burden on intelligence and security agencies
by allowing them to define the nuanced behavior of terrorist organizations as a combination of
general patterns.
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