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Modelling ‘contracts’ between a terrorist group
and a government in a sequential game

F He and J Zhuang”
University at Buffalo, Buffalo, NY, USA

In this paper, we apply a sequential game to study the possibility of ‘contracts’ (or at least mutually
beneficial arrangements) between a government and a terrorist group. We find equilibrium solutions for
complete and incomplete information models, where the government defends and/or provides positive
rent, and the terrorist group attacks. We also study the sensitivities of equilibria as a function of both
players’ target valuations and preferences for rent. The contract option, if successful, may achieve
(partial) attack deterrence, and significantly increase the payoffs not only for the government, but also
for some types of terrorist groups. Our work thus provides some novel insights in combating terrorism.
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1. Introduction

Defending against intentional threats such as terrorism is
fundamentally different from defending against uninten-
tional threats such as natural disaster because terrorists are
intelligent and adaptive, while natural disasters are not
(Bier, 2005; Zhuang and Bier, 2007). Thus, more other
strategies are possible when dealing with intelligent and
adaptive terrorists than when dealing with natural disasters.

To counter terrorism, the governments’ strategies
include: defending critical infrastructures (Powell, 20006),
attacking terrorists’ resources (Arce and Sandler, 2005)
and offering positive incentives (that is, rent) on politics
and finance (Sandler, 2000; Andreoni et al, 2003; Bier and
Hausken, 2011). Offering rent to terrorists may not only
deter terrorists with relatively low costs, but also increase
social benefits by avoiding direct conflicts with terrorists
(LaFree and Dugan, 2009). The recent news (Roston, 2009)
depicts how the US government funds suspected insurgents
in Afghanistan to safely transport the US military supplies.

Other counterterrorism methods have been explored.
Sandler and Siqueira (2006) analyze the deterrence and
pre-emption games for the anti-terrorism policy making at
home and abroad, and conclude that leadership in global
anti-terrorism policy might be helpful for deterrence but
not for pre-emption. Frey (2004) discusses four possible
anti-terrorism strategies: deterrence (stick), positive incen-
tives (carrot), decentralization of targets to reduce vulner-
ability, and diffusing media attention for terrorist activities.
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Hausken and Levitin (2009) and Levitin and Hausken
(2010) study the defender’s trade-off among target redun-
dancy, protection, and creation of false targets when a
defender is facing a strategic attacker.

In this paper, we consider a sequential game, where the
government moves first by deciding the defense effort and
rent offered to the terrorist. Then the terrorist observes
the defense and rent, and decides his attack effort. The next
section of this paper introduces the notation and assump-
tions, and formulates the problem as a sequential game
with both incomplete and complete information, where in
the incomplete information model, the government is
uncertain about the terrorist’s target valuation and/or
preference for rent. Section 3 studies the terrorist’s
best-response function. Section 4 presents the analytical
solution and numerical sensitivity analysis for the com-
plete information model with four illustrative examples.
Section 5 provides an algorithm for solving the incomplete
information model and four numerical illustrations.
Section 6 concludes this paper and provides some future
research directions. Finally, the appendix provides proofs
for two propositions in the paper.

2. The model
2.1. Notation, assumptions, and sequence of moves

We consider a terrorist group and a government in a single-
target, leader—follower sequential game. Table 1 sum-
marizes the notation used in this paper. Figure 1 shows the
sequence of moves. We assume that the terrorist group and
government both know the rules of the game and want to
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Table 1 Notation that is used in this paper

Notation Explanation

a=0 Terrorist’s effort spent on attacking
the target

d=0 Government’s investment in defending
the target

r=0 Rent provided by the government to
the terrorist

0=0 Terrorist’s preference coefficient for
rent

p=0 Government’s preference coefficient
for rent

v=0 Terrorist’s target valuation

V=0 Government’s target valuation

c=0 Inherent defense level

P,=0 Penalty to the terrorist for launching
attacks

P,;=0 Cost for the government to penalize
the terrorist’s attack

Uya,d,r|0,v) Terrorist’s utility

Uy(a,d,r) Government’s utility

a(d,r0,v) Terrorist’s best response; that is,
a(d, r|0,v)=argmax,>oUua,d,r|0,v)

Ea(d,r|0,v) Terrorist’s expected attack effort in

incomplete information model
EU,(a(d,r)0,v),d,r) Government’s expected utility
F; Feasibility set for case i, i=1, ...,7

0; Optimality set for case 7, i=1, ...,7
£@0,v) Joint PMF or PDF of 0 and v

Jo(0) PMF or PDF of 0

£, PMF or PDF of v

[ Nature chooses @ and/or v according to the prior probability distribution |

|G()vcrnmcnt chooses defense level 4 and rent rl

| Terrorist observes  and 7, and decides attack level a(d, |8, 7) |

| Government and terrorist get payoffs Uya, d, 7) and U (a, d, 7) respectively |

Figure 1 Sequence of moves of the sequential game.

maximize their total expected utilities. The terrorist is
assumed to know the attributes of the government. In the
complete information model, the government knows the
terrorist’s attributes such as the preference for rent, and/or
target valuation. While for the incomplete information
model, we assume that the government does not know the
terrorist’s preference for rent, and/or target valuation, in
which case the nature will first choose the terrorist’s
preference for rent (0), and/or target valuation (v),
according to a prior (joint) probability mass function
(PMF) or probability density function (PDF) f(0, v).

2.2. Terrorist’s optimization problem

For a given defense level d and rent r, the terrorist of
type (0, v) chooses the attack effort @ to maximize his utility

as follows:
Ud(a, d., (0, v) +—
max a r V) = — a ——
ax0 T ~~ a+d+c
attack effort N~ ——
expected damage
+ Or - Oar
—~— ~—
receivedrent  penalty when receiving
rent and attack

- Pu'l{u>0} (1)
—_———

penalty when
launching attack

There are five components in the terrorist’s utility
function specified in Equation (1). The first component is
the effort of launching an attack, a, which the terrorist
wants to minimize. The second part is the expected damage
(that is, the product of the terrorist’s target valuation v and
the contest success probability), which the terrorist wants
to maximize. In this paper, we consider a simple ratio form
of the contest success probability, a/(a + d+ ¢), where ¢ =0
is the inherent defense level, which is commonly used in the
literature on attacker—defender games (see, eg, Zhuang and
Bier, 2007). For more general contest success functions, see
Skaperdas (1996). The third part of the terrorist’s utility
function is the rent r, weighted by the coefficient 0, received
through the contract with the government. The fourth one
is the penalty ar, weighted by the coefficient 0, accruing to
the terrorist if he launches an attack of level a after he
received a rent . When a =0 or r =0, this penalty is zero; if
both a and r are positive, this penalty is positive and increa-
ses in both a and r. The purpose of incorporating the
penalty ar into the terrorist’s utility function is to discou-
rage the terrorist from launching an attack after receiving
rent. Without modelling such penalty, in sequential games
the terrorist would just ignore any rent he has already
received in making his attack decision, which voids the
purpose of rent. Finally, the fifth part is the penalty of
launching attack, P, when the terrorist attacks, regardless
of receiving rent or not. We use the following indicator
function:

1 ifa>0
Ham0y = {0 otherwise (2)
We could also allow the terrorist to decline the rent;
however, this would complicate the model by adding a
binary decision variable without adding too many new
qualitative insights.

2.3. Government’s optimization with incomplete
information

In this subsection, we model a game of incomplete informa-
tion, where the government does not know the terrorist’s
preference for rent, 0, and/or the target valuation, v. For a



792  Journal of the Operational Research Society Vol. 63, No. 6

given attack effort a, the government chooses the defense d
and rent r to maximize her utility U, as follows:

a
- vy
a+d+c
————
expected damage
- Br - Pi-lgsey  (3)
~~ ——

rent given to the terrorist effort to penalize
the terrorist when he attacks

max Uy(a,d,r)=— d
d=0,r=0
defense investment

There are four components in the government’s utility
function, Equation (3), that she wants to minimize: the
defense investment cost d, the government’s expected
damage (given by the contest success function multiplied
by the government’s target valuation V), the rent r to be
given to the terrorist (weighted by the coefficient 5, which
reflects the government’s preference for rent), and the
effort, P, to penalize the terrorist when he attacks. In a
sequential game with incomplete information, the govern-
ment is assumed to maximize her expected utility
knowing that all terrorist types with attributes 0 and v will
implement their best-response strategies d(d,r|0,v)=arg
max,>o Uda,d,r|0,v). Thus, incorporating the terrorist’s
best response d(d, r|6, v) and taking expectation with respect
to the random variables 0 and v, Equation (3) becomes

max EUyla(d,r|0,v),d,r]
d=0,r=0
a(d,r|0,v)v

=-d-—E
a(d,r|0,v)+d+c

—Br— Py 150

—d — ZUd(d(dv I‘|0, V)a d7 r)f((), V)
0,y

—ﬁl‘ — Pd . 1{a>()}
—d — [,f, Uala(d,r(0,v),d,r)f(0,v)dodv

if 0 and v are discrete

if 0 and v are continuous

—Br—Pq - 14=0)

where E[-] denotes taking expectation regarding 0 and v;
f(0,v) is the PMF or PDF for discrete and continuous
random variables 6 and v, respectively. In Section 5, we
consider the special case where 6 and v are independent;
that is, £(0, v) =1y (0) f,(v). (However, we do not expect any
difficulty in studying the non-independent case, at least
numerically.) Combining the terrorist’s and government’s
optimization problems, Equations (1) and (4), in a
sequential game, we define the equilibrium as the following:

Definition 1 We call a collection of strategy (a*(0, v),d ", r")
a subgame perfect Nash equilibrium, or ‘equilibrium’, if and

only if both Equations (5) and (6) are satisfied

a*(0,v) = a(d*,r6,v)

= arg max U,(a,d",r*|0,v), VO,v (5)
az=0
d*,r* = arg max EUyla(d, r|0,v),d,r] (6)
d=0,r=0

The model is solved with backward induction; that is,
we solve for the terrorist’s best-response attack strategy
(in Section 3), and then solve for the government’s optimal
defense and rent strategies, given the terrorist’s best
response (in Section 4).

2.4. Government’s optimization with complete information

The incomplete information model degenerates to a
complete information model when the government knows
the terrorist’s preference for rent, r, and target valuation, v.
In particular, the government’s optimization problem,
Equation (4), degenerates to

B ald,r)v
3% Uala dyr) = =d = 2m s
— Br—Pq- 10} (7)

Similarly, the definition of equilibrium of complete informa-
tion model degenerates from Definition 1 to the following:

Definition 2 We call a collection of strategy (a%,d” r*) a
subgame perfect Nash equilibrium, or ‘equilibrium’,
for the complete information game, if and only if both
Equations (8) and (9) are satisfied

;i) g Va8
a=0
dr* = argmax Uyla(d,r),d,r] ©)
d>0,r>0

3. Terrorist’s best response to defense and rent

In this section, we study the terrorist’s best response ¢ to
defense d and rent r.

Proposition 1  The solution to the terrorist’s optimization
problem (1), that is, the terrorist’s best-response function, is
given by

ifd< 2= —c¢, and
Wdve) d—e Or+1

N . _ Or+1
a(d,rl0,v) = * Vi =0+ D({d+0)>P,
0 otherwise

(10)
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Remark First, note that the terrorist’s best-response
function d(d, |6, v) does not depend directly on the gov-
ernment’s target valuation 7 and preference for rent f.
(However, in Section 4, we will show that the equilibrium
attack effort might depend on ¥ or f§). Second, note that
a(d, r|0,v) always weakly decreases in r and 6, and weakly
increases in v. Third, Equation (10) implies that there are
three possible cases (see the proof in Appendix A.1).

A. If the terrorist’s target valuation is low,
v< (v/(Or +1)(d + ) + \/ﬁ) then the terrorist
will not attack (thdt is, being completely deterred).

B. If the terrorlst s target Valuatlon is intermediate,
(V(Or+1)(d +c¢) +\/—(,) <v<4c(0r + 1), then d(d, r)
will 1n1t1ally decrease in d for 0<d<v/(6r + 1)—c, and
then go to zero for d=v/(0r+ 1)—c, at which point
the terrorist will be completely deterred.

C. If the terrorist’s target valuation is hlgh v>max
{4c(0r + 1), (\/(Hr—ﬁ— Yd +c) + \/—) 1, then d(d, r)
will initially increase in d for 0<d<v/(4(0r+ 1))—c,
then decrease in d for v/(4(0r+1))—c<d<
v/(Or+1)—c, and finally go to zero for d>=
v/(0r 4+ 1)—c, at which point the terrorist will be
completely deterred.

Figure 2 shows the possible terrorist’s best responses
when c¢=1. Figures 2(a—d), (e-f), and (g-h) show the
cases when P,=0, P,=0.1, and P,=2, respectively. In
particular, Figures 2(a, c, e, g) show that when 0 =0, the
terrorist’s best responses do not depend on the rent.
When the terrorist’s valuation of the target is intermediate
(v=2), satisfying the condition d+c¢= (/(0r+ 1)(d +¢)
+v/P,)? <v<4(0r+1)=4, Figure 2(a) shows that d(d,r)
will initially decrease in d for 0<d<v/(0r+ 1)—c=1, and
then zero for d>1, at which point the terrorist will be
completely deterred. By contrast, when the terrorist’s target

a 6=0,v=2,P =0 b &=1,=2,P =0
T o
S T
5 0.4y
5 |
E 024
lad 0l
r 00 cP'S rTO0D 9'5
e 6=0,w=2,P =01 f 61,2, P =01
=
S 4.
5 040 :
G
5 027
- 0k
. 05 W 1
Yoo 3°

valuation is high (v=9), satisfying v>4(0r+1)=4 and
v>(\/(Or+1)(d+¢) + \/PT,)Z =d+ ¢, Figure 2(c) shows
that the terrorist’s best response d(d, r) will initially increase
in d for 0<d=v/(4(0r+1))—1<1.25, then decrease in d
for 1.25<d<v/(Or+1)—c=38, and finally zero for d>38,
at which point the terrorist will be completely deterred.
By contrast, Figures 2(b) and (d) show when 0 =1 (that is,
the terrorist values rent and damage equally), the terrorist’s
best responses d(d,r) weakly decrease in the rent r. In
Figure 2(b), since the target valuation is intermediate
satisfying (r+ 1)(d+ c)<v<4(r+1),d(d,r) will initially
decrease in d for 0<d<(2/(r+1))—1, and then zero for
d=2/(r+1)—1 or r=1, at which point the terrorist will be
completely deterred. In Figure 2(d), since the target
valuation is high, the terrorist’s best response d(d,r) will
initially increase in d for 0<d<9/(4(r+1))—1, then
decrease in d for 9/(4(r+1))—1<d<9/(r+1)—1, and
finally zero for d=9/(r + 1)—1, at which point the terrorist
will be completely deterred. Comparing Figures 2(a—d)
with (e-h), respectively, we note that when P, is larger, the
attacker effort is smaller.

4. Analytical solution and numerical illustration for
complete information model

4.1. Analytical solution

To find the equilibria of this sequential game, we insert
the terrorist’s best-response function (10), into the gov-
ernment’s optimization problem (7), and solve for the
optimal defense investment ¢* and rent * to maximize the
government’s expected utility:

ald,r)v
ald,r) +d+c
+ pr+ Palyso

max Ud[a(dr d,r]= min d+
d=0,r d>0,r>0

(11)

€ &0,vw9,P=0 d 61,9 P=0

L e T |

5 ™ 5
ro0n d5 roo d

g 6=0,v=9, P_=2 h &1,9,P=2

oo = M

5 10

r 00

5
r 00 d

Figure 2 Possible terrorist’s best-response functions when ¢ =1.
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= min
d=0,r=0

. y .
lfd<mf ¢, and

\/ S V= JOr+ Dd +0)> VP,

d+ pr otherwise

(12)

Proposition 2 For any fixed collection of parameter
values (0,v, B, V,c, P,, Py), there exists a unique equilibrium
(a*,d*,r*), as shown in Table 2 for the case P,=0.
Moreover

a. The government’s equilibrium utility U} (weakly) inc-
reases in the terrorist’s preference for rent 0. The
terrorist’s equilibrium effort a* (weakly) decreases in 6.

b. The government’s equilibrium utility U and equilibrium
rent r* (weakly) decrease in the government’s preference
for rent . The terrorist’s equilibrium effort a* (weakly)
increases in f.

Remark In principle, there exist eight possible optimal
solutions: Case 1: a*=d*=r"=0; Case 2: a*=d" =0,
r">0;Case3:a*=r"=0,d">0;Case 4: a* =0, d* =r*>0;
Case 5. a*>0, d*=r"=0; Case 6: a*>0, &*>0, r*=0;
Case 7: a*>0, r*>0, d*=0; and Case 8 : a* >0, d* >0,
r*>0. When P,=0, the first seven cases are possible and
the Case 8 is not possible (see the proof in Appendix
A.2.2)." (For P, >0, the solution becomes too complicated

Although Table 2 provides technical solution for this theoretical
paper, and one of the contribution of this paper is to provide some novel
insights in combating terrorism, instead of summarizing real-world
scenarios, we still observe some real-world examples corresponding to
each of the seven cases in Table 2: (Case 1): since the desert has little
valuation to both the terrorist and government, we observe no attack,
defense, and rent for desert targets; (Case 2): in many developing
countries receiving foreign aid (rent), there is no attack or defense
activities; (Case 3): after the 11 September 2001 attacks to the World
Trade Center, there was no attack from Al Qaeda following the original
attack, and no rent provided to Al Qaeda from the US government,
although the US government is still defending from Al Qaeda; (Case 4):
before the recent 2010 Korean peninsula crisis, South Korea provided
rent to, and defended from, North Korea, and no attack happened;
(Case 5): the government may have no incentive to defend from, and
provide rent to, terrorists that are active in other countries; (Case 6):
there is no (known) rent provided from the US government to Taliban
recently, but the two players are still attacking and defending from each
other in Afghanistan; and (Case 7): there might be no direct defense for
oversea targets, while rent is still provided and attacks still occur.

For Case 8, which is not possible at equilibrium for complete
information model, we still observe multiple real-world examples. For
the Iraq example, we simultaneously observe insurgent attacks, US
defense, and US rent to the Iraq government. For the North Korea case
over the past 10 years, South Korea provided rent to, defended from,
and was recently attacked by North Korea.

Note that as a building block, this paper focuses on a one-
government-one-terrorist, one-period, contract game; extensions to
multiple-government, multiple-terrorist, multiple-period models could
be developed in the future, to better model the complex real-world
scenarios.

and intractable, and we omit it for simplicity. However
Section 4.6 provides numerical illustration when P,>0.)

In Table 2, the first seven possible equilibria are
provided. Figures 3(a—d) show four typical cases of
equilibrium solutions with contours representing the
government’s utility level, corresponding to (d*=0,
r*>0), (d*>0,r">0), (& >0, r*=0), and (d*=0,r*=0),
respectively. In subsections 4.2-4.5, we will study the
typical cases when (v=V=2), (v=2,V=9), (v=9,V=2),
and (v=V=9), respectively, given c=1, P,=P,;=0. In
subsection 4.6, we will study the effect of general values of
¢=0, P,=>0, P,;=0 to the equilibrium solution.

4.2. Low terrorist’s and low government’s target
valuations

When v=V=2, both the terrorist’s and government’s
target valuations are low. Table 2 degenerates to Table 3
below, containing three equilibrium Cases 2, 5, and 7.

Figure 4(a) shows the three possible cases of equilibria as
a function of 0 and f8. Note that no defense is needed for
all three cases. For a fixed value of =30, Figure 4(b)
shows the sensitivity of equilibrium as a function of 6. As
Proposition 2a predicts the government’s utility U}; always
weakly increases in 0. When the value of 0 is low
(0<0<30v/2=42.4), implying that the terrorist does not
value monetary gain too much, we have Case 5, where
the terrorist’s attack effort, government’s and terrorist’s
utilities equal to constants: «* = V2—-1=041, U;=
V2-2=0.59, and U, =3-2v/2=0.17. When the value of
0 is moderate (42.4<0<2f=60), the terrorist has a
moderate preference for rent, and we have Case 7,
where the attack effort a*=60/0—1, decreases in 6; the
rent *=60/1800—1/6, the government’s utility, U};=0/60
—2+30/6, and terrorist’s utility, U}, = 92/900—9/15 +1 all
increase in 6. When 6>60, where the terrorist strongly
prefers rent to damage, we have Case 2. The terrorist is
deterred (a¢* =0) by a modest amount of rent. And the
rent r*=1/0 converges to 0 when 6 goes to infinity.
The government’s utility, Uj;= —30/0, increases in 6 while
the terrorist’s utility, U}, =1, is a constant.

For a fixed value of 0=230, Figure 4(c) shows the
sensitivity of equilibrium as a function of the government’s
preference for rent . As Proposition 2b predicts, the
government’s utility Uy always weakly decreases in . At
low values of f, 0<f<(1/2)0 =15, where the government
does not care much about the cost of providing rent, the
government deters the terrorist by rent alone (Case 2),
r=1/0~0.03; the terrorist’s utility U, =1 is a constant
over this interval, but the government’s utility Uj=
—f/30 decreases in f§ as she begins to care more about
the rent she provides to the terrorist. At moderate values
of B, 15<B<(v2/2)0=21.2, the government deters
the terrorist by rent (Case 7), r*:15/ﬁ2—1/30, which
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Figure 3 Government’s utilities as a function of defense and rent in the complete information model.
Table 3 Equilibrium solution when v=V=2, c=1, P,=P,=0
No. i F; 0; at d* r U; U
v>1 0<p/<1)2 0 0 1/6 —p/o 1
5 y>1 B1O>/2/2 V2-1 0 0 V2-2 322
7 v>1, 1)2<pl0<v2/2 v>1, 12<p/0<v2)2 2B/6—1 0 0/(2p%)—1/6 0/2B)—2+ B0 /-1y
a b
80 Equilibrium Regions ] =30
20 [Case 5] |:Case H: [Case 2]
60
50 Case 7
@ 40
30 —O—Ua*
Case 2 —O0—a*
10 —@—d*
0 A r*

0 20 40 60 80

0 0

Figure 4 Equilibrium of the complete information model when v=2, V=2, ¢c=1, P,= P,=0.

decreases in f; both the government’s and terrorist’s
utilities, U= 15/ + B/30—2 and U% = (30/f—1)%, decrease
in 5. At high values of 8, § >21.2, rent becomes too costly
to the government; therefore, the government does not
defend and offer rent (Case 5), & =r*=0; and both the
government’s the terrorist’s utilities stay constant over this
range.

4.3. Low terrorist’s and high government’s target
valuations

When v=2 and V=9, the terrorist’s target valuation is
relatively low, while the government’s target valuation is
relatively high. Table 2 degenerates to Table 4 below,
containing three possible equilibria Cases 2, 3, and 4.
Figure 5(a) shows the three possible equilibria as a
function of 0 and . Note that in all three cases we have
no attacks at equilibrium, which implies that the terrorist
is fully deterred due to the relative low target valuation.
Specifically, the terrorist is deterred by rent only in Case 2,

by defense only in Case 3, and by a combination of defense
and rent in Case 4. For a fixed value of =30, Figure 5(b)
shows the sensitivity of equilibrium as a function of 6.
When the value of 0 is low (0<0< f3/2=15), implying that
the terrorist does not value monetary gain too much,
we have Case 3, where the government provides no rent,
but uses defense effort d*=1 to fully deter terrorists;
both the terrorist’s attack effort and utility are zero. At
moderate values of 0, 15<0<2f =60, where the terrorist
more prefers rent, we have Case 4, where the terrorist is
completely deterred by a combination of rent and defense;
defense effort d*=1/60/0 —1 decreases in 0; rent r*=1/0
(1/0/15—1) also decreases in 0; and both the government’s
utility Uj=30/0—,/240/0+1 and the terrorist’s utility
U;=+/0/15—1 increase in 0. At high values of 6>60,
where the terrorist strongly prefers rent to damage, we
have Case 2, where the terrorist is completely deterred
by only a modest amount of rent, r*=1/0e(0,1/60)=
(0,0.017); the government’s utility Uj= —30/0 increases in
0; while the terrorist’s utility is constant U;=1.
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Table 4 Equilibrium solutions when v=2, V'=9, ¢=1, P,=P,=0

No. i F; 0O; a r* M Uy
v>1 v>1, /0<1/2 0 1/0 —p/o 1
3 v>1 v>1, f/0>2 0 0 -1 0
v>1 v> 1, 12<f/0<2 0 2p/0—1 1/0(1/20/p—1) (ﬁ/@—\/z)z—l \/20/p—1
a _— .
Equilibrium Regions
200 ;
150 Case 3 /
= 100
—0— Bg*
—— *
50 —o-a*
0 20 40 60 80 100 0 20 40 80 100 0 20 40 60 80 100

Figure 5 Equilibrium of the complete information model when v=2, V=9, ¢c=1, P,=P,=0.

For a fixed value of 6=30, Figure 5(c) shows the
sensitivity of equilibrium as a function of the government’s
preference for rent . At low values of 5, 0<f<0/2=15,
where the government does not care too much about the
cost of providing rent, the government deters the terrorist
by rent alone, r*=1/60=0.033 (Case 2); the government’s
utility, Uj= —f/30, decreases in f3; but the terrorist’s utility,
U;=1, stays constant over this interval, as she begins to
care more about the rent provided to the terrorist. At
moderate values of f, 15<f<20=60, the government
deters the terrorist by a combination of defense and rent
(Case 4), where d*=./f/15—1 increases in f, r*=
\/m—l /30 decreases in f; and both the government’s
and terrorist’s utilities, Uj=(8/30—v2)°’—1 and U=
/60/p—1, decrease in f. At high values of f,>60,
the government is unlikely to offer rent and deters the
terrorist by defense alone, d* =1, a* = r* =0 (Case 3). Both
the government’s and terrorist’s utilities become constant:
Uj=—1and U;=0.

4.4. High terrorist’s and low government’s target
valuations

Now we provide an example for which the terrorist’s target
valuation is relatively high, v=9; while the government’s
target valuation is relatively low, V'=2. Table 2 degen-
erates to Table 5, containing equilibria Cases 2, 5, and 7.
Figure 6(a) shows the three possible equilibria as a function
of 0 and f. Note that in all three cases here we have no
defense at equilibrium, because of the low government

target valuation. Rent and attack effort can be either
positive or zero at equilibrium.

For a fixed value of =7, Figure 6(b) shows the
sensitivity of equilibrium as a function of the terrorist’s
preference for rent, 0. When the value of 0 is relatively low
(0<0<3p=21), implying that the terrorist does not value
the rent too much, we have Case 5, in which the
government does not defend or offer rent, d* =r*=0,
because of the low target valuation and her utility is
U= —4/3; while the terrorist’s equilibrium effort is a* =2
and he enjoys an equilibrium utility Uj,=4. When
21<0<9p =63, implying that the terrorist moderately
values the rent, we observe that the government uses the
rent only to deter the terrorist (Case 7), r*=0/441—1/0
increases in 6, and her utility U= 60/63 4+ 7/6—2 increases
in 0; while the terrorist reduces attack effort in return to
receive some modest amount of rent, where " =63/0—1
decreases in 0; it is interesting to observe that the terrorist’s
utility Uz, =20%/441—20/7 +8 decreases in 0 when 21<
0<9p/2=31.5 (the first-order condition OU}/00=0=
0=9p/2), due to the penalty of receiving rent and
attacking; and increases in 6 when 31.5<6<9f=063.
When 0> 63, which implies the terrorist prefers rent very
much, so he does not attack and receives a modest amount
of rent, r*=8/0, which decreases in 0; and his utility
U;=8; the government’s utility Uj=—56/0 (Case 2)
increases in 6 as the Proposition 2a predicts.

When 6 =100, which means the terrorist cares rent very
much, Figure 6(c) illustrates the sensitivity of equilibrium
as a function of 5. While 0< < 0/9 = 11.1, the government
fully deters the terrorist by a modest amount of rent, where



798  Journal of the Operational Research Society Vol. 63, No. 6

Table 5 Equilibrium solutions when v=9, V=2, ¢=1, P,=P,=0

No. i F; 0; a d* r* Uj; U;
v>1 v>1, /0<1/9 0 0 8/0 —8p/0 8
5 v>1 v>1, /0>1/3 2 0 0 —4/3 4
v>1,19<p/0<1/3  v>1,1/9<p/O<1/3  9B/6—1 0  0/OpH—1/0  0/Op)+p/0—2  20%*/(9*)—20/p+8
a . . b c
Equilibrium Regions B=7 6=100
35
[Case 5]
30
25 Case 5
20
(<o
15
10
5
0
0 20 40 60 80 100 0 20 40 60 80 100
0 0
Figure 6 Equilibrium of the complete information model when v=9, V=2, ¢c=1, P,= P,=0.
Table 6 Equilibrium solutions when v=V=9, ¢c=1, P,=P,=0
No. i F; 0; a* d* r U; U;
2 v>1 v>1, f/0<1/9 0 0 8/0 —8p/0 8
4 v>1, 1/9<p/0<9 v>1,1/9<p/0<9/4 0 3/ B/0-1 1/0(3/0/p—1) B10—6+/p/0+1 3y/0/B-1
6 v>1,6<V<I18 v>1, f/0>9/4 9/4 5/4 0 —23/4 9/4

r=8/0=0.08, Uj=—0.08f decreases in f§, and U] =8
(Case 2). When 11.1 <f<6/3=33.3, the government
moderately values the rent and therefore she provides
smaller and smaller amount of rent, which cannot fully
deter the terrorist (Case 7); note that again the terrorist’s
utility, U =2x10%/(9)—200/8+8, initially decreases
in 11.1<f<20/9=22.2 (the first-order condition
oU;/0f=0= =20/9=22.2) due to the binding effect of
the smaller amount of received rent, and when 22.2<f<
33.3, Uj increases due to the relaxation of the binding
of decreasing rent; the government’s utility, Uj;=100/(9f)
+ B/100—2, decreases in ;. When the value of f is high
(f=33.3), the government values the rent very much and
still has a low target valuation; as a result no defense and
rent provided to the terrorist, d* =r*=0; and a positive
attack effort exists, ¢ =2; both the government’s and
terrorist’s utilities are constant, Uj;=—4/3 and Uj=4
(Case 5).

4.5. High terrorist’s and high government’s target
valuations

At last, we provide an example of high terrorist’s and
government’s target valuation, where v=9 and V'=09.
Table 2 degenerates to Table 6, which includes the
equilibrium Cases 2, 4, and 6. Figure 7(a) shows the three
equilibria as a function of 0 and p.

For a fixed value of f=7, Figure 7(b) shows the
sensitivity of equilibrium as a function of 6. When
0<0<4f/9=23.1, the terrorist does not value the rent too
much and therefore the equilibrium rent is zero, while both
attack effort and defense effort are positive constants at
equilibria (Case 6), a* =9/4, & =5/4, to compete for this
valuable target. When 3.1<0<9f=063, the terrorist
moderately values the rent so he is deterred by both
rent and defense effort (Case 4), where d*:3\/7/_0—1
decreases in 6, r*=1/0(3 W—l) decreases in 0,
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Figure 7 Equilibrium of the complete information model when v=9, V=9, ¢=1, P,=P,=0.
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Figure 8 Sensitivity analysis of P,, P, and c.

=1/ 9—6\/m +1 slowly increases in 6, and
UZ:3\/@77 —1 increases in 0. When 0>63, the terrorist
values the rent sufficiently so that he does not attack and
receives a modest amount of rent, r* =8/0 decreases in 0,
and U} =38, the government does not defend, Uj;=—56/0
increases in 0 (Case 2).

For a fixed value of 6=30, Figure 7(c) shows the
equilibrium sensitivity as a function of § and there are three
possible cases. When 0< §<0/9 = 3.3, the government dose
not value the rent too much and therefore generously use a
positive rent, r* =8/30, to fully deter the terrorist without
using defense, d* = 0; the government’s utility, Uj= —84/30
decreases in f3; the terrorist’s utility is constant, 8 (Case 2).
When 3.3<f<90/4=67.5, the government moderately
valuates the rent and therefore uses positive rent and
defense, to deter the terrorist (Case 4), where d* =
3y/B/30 — 1 increases in f3, r*=1/30(3,/30/f—1) dec-
reases in ff, and Uj=f/30—6+/$/30+ 1 decreases in f3.
When f£>67.5, the government values the rent very much,
and therefore she stops using the rent, and the terrorist

increases the attack effort. Rent becomes zero at equilibria
and d* =5/4, a* =9/4, Uj=—23/4, U;=9/4 (Case 6).

4.6. Sensitivity analysis of ¢, P,, and P,

In this section, we analyse how the government’s and
terrorist’s equilibria strategies a% d% r; and equilibrium
utilities U}, U} change with respect to the parameters P,,
P,, and c. The baseline parameters’ values are v=9, 1'=2,
p=8,0=40,c=1, P,=0, P;,=0, for Figure 8, and v=2,
V=2, p=10, 6=10, c=1, P,=0, P,=0, or Figure 9,
respectively. With such baseline values, Figure 8 contains
the Cases 1, 2, 4, 6 and 7, and Figure 9 contains Cases 1,
3-6; thus these two figures contain all the possible seven
cases as mentioned in the remark after Proposition 2.

It is interesting to observe that: (1) The optimal
defense level " weakly decreases in the terrorist’s penalty
P, (Case 4 of Figure 8(a), and Case 3 of Figure 9(a)),
and inherent defense ¢ (Case 6 of Figure 9(c)); (2) the
equilibrium attack effort a* (slightly) increases in ¢ when ¢
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Figure 9 Sensitivity analysis of P,, P, and c.

is small (Cases 6 of Figures 8(c) and 9(c)), and decreases in
¢ when c is large (Cases 2 and 7 in Figure 8(c) and Case 5 in
Figure 9(c)), due to the deterring effectiveness of marginal
increase of ¢ to the attack effort based on Equation (1);
(3) the rent r* increases in P, when P, is small (Case 7 in
Figure 8(a) and Case 5 in Figure 9(a)), and decreases
in P, when P, is large (Case 4 in Figure 8 and Case 3 in
Figure 9); and (4) the government’s equilibrium utility U}
increases in ¢ and P, and decreases in P, while the
terrorist’s equilibrium utility U}, is not monotonic since the
terrorist is the second mover.

5. Algorithm and numerical illustration for incomplete
information model

In this section, we consider the equilibrium of incom-
plete information model as defined in Definition 1 in
Section 2.3. Suggested by the complex solution for
complete information model provided in Table 2, we
expect an almost intractable solution for the incomplete
information model. As a result we focus on the num-
erical solutions. For simplicity, in this section, we
consider the cases that P,=P;=0, and ¢=1. Section
5.1 provides an algorithm, Sections 5.2-5.5 provide four
numerical illustrations.

5.1. Algorithm

We consider both discrete and continuous probability
distributions that 0 and v could follow. Note that at
optimality to the government, the cost of defense and rent
must not be greater than the target valuation; that is,
d + pr<V, therefore we have d< V=d.x and r<(V—d)/
P = rmax. For each possible values of (d, r), we calculate the
terrorist’s best response using Equation (10), and then

calculate the equilibrium defense level and rent using
Equation (4). The algorithm is described as following:

(1) Given 6 and v, enumerate d from 0 to d., by d, at
each step: d=10,04,204, . . ., dmax, and r from 0 to ryayx
by J, at each step, r=0,0,,20,, . .., max. FOr each pair
of (d,r), calculate the best response of each terrorist’s
type (0,v), d(d, r|0, v) using Equation (1).

(2) Calculate the government’s utility U,(d(d,r|0,v),d,r)
using Equation (3).

(3) Calculate the expected value of the government’s utility
using Equation (4).

EU,d(d, r10,v),d,r)=> 9., f(0,M\U,(d(d,1|0,v),d,r).

(4) Compare the government’s utility values EU,(d(d, r|
0,v),d,r) over all pairs of (d,r) and denote the
maximum as Uj. Then locate the corresponding
(d*,r*), the corresponding terrorist’s attack effort
a(d*,r*10,v), and the terrorist’s expected attack effort
Efd )= Y0,/ (0, V)i(d", 10, ).

If 6 and v follow continuous probability distribution on the
interval [0, 0,] and [vy, v»] according to a PDF f{6,v), we
approximate the intervals using Riemann summation
(Bartle and Sherbert, 2007). The algorithm is as following.
Consider the integration point, 0=0,4 (0¢/2),0,+
(360/2), . .., 0,—(0¢/2), and v =v; +(6,/2), vi + (30,/2), ...,
v,—(0,/2). Then using the similar procedure above for 6, v
following discrete distribution to compute the expected
value of government’s utility FEU,(d(d,r|0,v),d,r)=
>0 f(0,v)Uu(d(d, 110, v), d, )09 6,. Compare all the values
of EU, denote the maximum value as Uj. Then locate
the corresponding (¢*, r*) and calculate the expected attack
effort Ea(d*,r*)=> 9. .f (0, v)d(d, r|6,v)d¢),.

In the following subsections 5.2-5.5, we use the
algorithm provided to study four numerical examples
when 0 or v follows Bernoulli or uniform distributions.
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Figure 10 Equilibrium when 6 follows Bernoulli distribution, 6, =0, 6,=100, c=1, P,= P;=0.

5.2. Numerical illustration when 0 follows Bernoulli
distribution

Here we study the scenario that 6 follows Bernoulli
distribution with the following PMF:

p if 0 = 100
1—p if0=0 (13)
0 otherwise

1) =

We study the equilibrium behaviour as a function of
p="Pr(0=100). When p is large the terrorist is more likely
prefer rent. The terrorist’s attack levels are af and @3
corresponding to 6 =0 and 0 = 100, respectively.

Figure 10(a) shows that, when 0<p<0.58, rent r*=0
and defense effort 4 =1. It is interesting to observe the
same attack effort of two types of terrorists (af =ab=
E; =0.005) when r* =0. When p>0.58, r* is positive, the
defense level drops drastically, the attack effort of aj
increases, and the government’s utility increases; this is
because when the rent is positive, the terrorist type with
high preference for rent does not attack (a3 =0), and
the type with zero preference for rent increases his attack
effort (a}) due to the decreased defense effort. So offering
some amount of rent (possibly a little when the govern-
ment’s preference for rent is high) increases the govern-
ment’s utility significantly when p increases. Note that the
terrorist’s expected attack effort Ej, increases in p for
0.63 <p<0.73, then decreases in p to zero for p>0.73. It is
interesting to observe that there exist equilibria such that
d*>0, r*>0, E;>0 as marked in Figure 10(a) and (c)
with (d*=0.76, r*=0.015, E;=0.043), and (d*=0.65,
r*=0.045, E};,=1.39), respectively. This is a different from
complete information model in Table 2, which does not
allow the case that (d*>0, >0, a*>0). In other words,
in incomplete information model, the government might
use both defense and rent even she expects a positive
attack effort. The boundary conditions, p=0 and p=1 of
Figures 10(a—), match well with the boundary conditions
(0=0,100) of Figures 5(b), 6(b), and 7(b), respectively.

Note the government’s expected utility weakly increases
in the probability of terrorists having high preference for
rent as shown in Figures 10(a—c).

5.3. Numerical illustration when 6 follows uniform
distribution

In this subsection, we analyse how the equilibrium changes
when the terrorist’s preference for rent 6 varies according
to a uniform distribution on the interval [0, 0,,]. In other
words, the PDF of 0 is

%ﬂ if0<0<0,
Jo(0) = (14)
0 if0<0orf0=>0,

Comparing Figures 11(a—) with Figure 5(b), Figure
6(b), Figure 7(b), respectively, we see that the equilibrium
dynamics when 0 follows uniform distribution has a similar
shape to the equilibrium of corresponding complete
information model. When the upper bound 6,, goes to
infinity, the government’s utility converges to zero. We
observe that there exist equilibria such that >0, r* >0,
E;>0 as marked in Figure 11(a) and (c) with (d*=0.8,
r*=0.003, E; =0.019), and (d* =1.36, r* =0.14, E;;=0.3),
respectively. Note also Figure 13(a), (b), and (c) suggests
the government’s expected utility weakly increases in 6,,.

5.4. Numerical illustration when v follows Bernoulli
distribution

In this subsection, we study the equilibrium when v follows
two types of Bernoulli distribution. The PMF of v is

P if v =100
1—p ifv=2
0 otherwise

S) =
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Figure 12 Equilibrium when v follows Bernoulli distribution, v,=100, c=1, P,= P;=0.

or

P if v=100
fy=<1—p ifv=9 (15)
0 otherwise

The terrorist’s attack levels ai and a5 correspond to
v =2, »»,=100 in Figure 12(a); and v =9 and v, =100,
respectively, in Figure 12(b—c). Figure 12(c) shows the
existence of equilibrium when & >0, r*>0, E;>0. For
example, when p=0.05 d" =1.89, r*=0.07, ai=0,
a5 =06.74, E;=0.36; when p=042, &*=2.0, r*=0.066,
a; =0.01, a5 ="7.03, E;;=2.97. Note that the government’s
expected utility weakly decreases in the probability of
terrorists having high target valuation.

Comparing Figure 12(a—c), when p=0 and p=1 to
Figures 5(b), 6(b), and 7(b), respectively, we found the
boundary conditions of incomplete information model
(when p = 0) match well to the complete information model.

5.5. Numerical illustration when v follows uniform
distribution

We also study when the terrorist’s target valuation is
uniformly distributed. Here we assume v is uniformly

distributed on the interval [0, v,,]. The PDF of v is

1
{ 0

There exist equilibria such that d* >0, r* >0, E};>0, as
marked on Figure 13(a) and (c) with (& =1.92, r* =0.063,
E;=1.02), and (d*=0.75, r*=0.22, E;=0.048), respec-
tively. As we can see in Figures 13(a), (b), and (c), the
government’s expected utility weakly decreases in v,
When v,, is larger, the government is more uncertain
about the information of terrorists, then the optimal
defense and rent offer may deviate far from the optimal
value if the government knew the terrorist’s information.
For example, the government may defend too much on a
target valued low by the terrorist.

if 0 <v<y,

Sr(v) (16)

ifv<0orv>v,

6. Conclusion and future research directions

In this paper, we study the possibility of ‘contracts’
between a terrorist group and a government in a sequential
game model with both complete and incomplete informa-
tion. We allow the government to make two choices:
defense effort and rent. The terrorist observes the defense
and rent, and then decides on the attack effort.



F He and J Zhuang—Modelling ‘contracts’ between a terrorist group and a government

803

6=30, B=30, V=9

6=100, p=7, V=2

0=30, p=7, V=9

O = N W O

»
d*=0.75, r*=0.22, Ea*=0.048

'
—_

40 60 80
Vi, - Upper bound of v

100 0 20 40

60

Vi - Upper bound of v

20 40 60 80
Vi, - Upper bound of v

80 100

Figure 13 Equilibrium when v follows uniform distribution, ve[0,v,,], c=1, P,= P,=0.

Our analytical results in the complete information model
suggest that the government’s equilibrium utility always
(weakly) increases in the terrorist’s preference for rent,
while the terrorist’s equilibrium attack effort always
(weakly) decreases in his preference for rent. Analogously,
we find that the government’s equilibrium utility and rent
(weakly) decrease in her preference for rent, while the
terrorist’s equilibrium attack effort (weakly) increases in
the government’s preference for rent. We also find that it
will not be optimal for the government to use both rent and
defense, if the terrorist is going to launch an attack.

We numerically illustrate complete and incomplete
information models. In both cases, we observe that at
equilibrium the level of rent is small. This is because, if the
terrorist does not value rent highly, then there is no need to
provide rent; while if the terrorist does value the rent
highly, then only a modest amount of rent will sufficiently
satisfy the terrorist.

In contrast to the complete information model, the
incomplete information model possesses the equilibrium
where the government uses both defense and rent, while
expecting some terrorist types (low preference for rent,
or high target valuation) to attack. One corresponding
real-world situation is that Iraq attacks while US defends
and offers rent. Furthermore, our numerical analysis
of the incomplete information model suggests that the
government’s expected utility weakly increases in the
probability of terrorists having high preference for rent,
and in the upper bounds of terrorists’ preference for rent.
Similarly, the government’s expected utility weakly
decreases in the probability of terrorists having high
target valuation, and in the upper bounds of terrorists’
target valuation.

Possible future research directions include modelling a
multi-period contract game with incomplete information,
where credibility is more important than in one-period
games (see Zhuang et al, 2010). We also recognize that the
functional forms (eg, contest success function and penalty)
used in this paper are simplistic, and it is interesting to
explore more realistic (and of course more complex)

functions. We might forbid the terrorist to receive future
rent if he attacks after receiving rent in the previous
periods. We might allow the terrorist to have an option to
decline an offered rent, which may eliminate some
unrealistic results that the terrorist’s attack effort always
decreases in the offered rent.
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Appendix
A.1. Proof of Proposition 1

Based on the terrorist’s utility specified in Equation (1),
there are two possibilities:

@@ If a>0 then U,=-a+av/(a+d+c)+ Or—Oar—P,,
0U,/0a=0/0a(—a+ av/(a+d+ c)+0r—0ar—p,) =0,
we have a=./v(d+¢)/(0r+1)—d—c. In order
to satisfy a>0, /v(d+c)/(Or+1)—d—c>0=
d<v/(0r+ 1)—c.

(i) If a=0, then U,=0r, the terrorist would not attack
and will have the rent if it is offered.

Note that the terrorist will attack if and only if

UJ+\/v(d+¢)/(0r + 1)—d—c)> U,(0), which becomes

—a+*v+9r—9ai‘—Pa>0r

a+d+c (A1)

where a=+/(v(d + ¢))/(0r + 1)—d—c. Simplify this in-
equality to, v—\/(0r+1)(d+c¢)>/P,. We also

check that the attacker’s utility, Equation (1), should
be positive when the terrorist launches attack, that is,

a=+/v(d+c¢)/(0r+ 1)—d—c, which turns out to be
(vv = /(Or + 1)(d + ¢))* +0r>P,, which is redundant

when inequality (A.1) is satisfied. In summary, we have the
best response of the terrorist as the following:

ifd<gly—c, and
Vv = /(0r+1)(d+c)>/P,

0 otherwise

v(d+c)
oy —d ¢

a(d,r|0,v) =

This is Equation (10) shown in Section 3. Considering
the case when the government offers the rent and defends,

and the terrorist chooses the attack effort to maximize his
utility, set the first derivative of d with respect to d equal
to zero: 0d/od=0/0d(\/v(d+ ¢)/(0r+ 1)—d—c)=v/(4
(d+c)(0r+1))—1=0. Then we have d=v/(4(0r+ 1))—c.
If v/(4(0r+1))—c<0, or equivalently, v<4c(0r+1), the
terrorist’s attack level 4, is decreasing in d until fully
deterred. When v>4c(fr+ 1), the government defends
and the terrorist responds with positive attack effort. Note
that 0%d/od* =0%/0d*(\/v(d + ¢)/(0r + 1)—d—c) = —v/(4
(0r + 1)(d+ ¢)*) <0, G will increase in d when v/(4(d+ c)
(Or+1))—1>0<d<v/(4(0r + 1))—c, and obtain the maxi-
mum value at d = v/(4(d+ ¢)(0r + 1))—1, then decrease in d
when v/(4(d+ ¢)(0r + 1))—1 <0< d>v/(4(0r + 1))—c.

A.2. Proof of Proposition 2

In order to prove Proposition 2, first, Section A.2.1 intro-
duces Lemma 1 to prove the solutions listed in Table 2,
which are mutually exclusive and collectively exhaustive;
second, Section A.2.2 uses Lemma 1 to prove the equili-
brium solutions; and finally Section A.2.2 proves the
monotonic properties.

A.2.1. The completeness of the solutions of complete
information model

Lemma 1 The feasible set of parameter values (0,v,f3,V,
¢, Py) is denoted as F;, and the government’s utility for case i
is U;, iel, where I={1},{1,2},...,{1,2,...,7}. Denote
the optimal set of parameters (0,v,5,V,c, P,) as

Oi= 0 {Ui>U}nFnFYULENE}
[AVIS]

J#i
Then we have Uie; O; = UF; and Nie; O; = 0.

Proof First we consider the case of I={1,2}. Given

feasible condition sets F;, and equilibrium sets U, i=1, 2.

Let 0,=N;—1,{{U;>U3NFNF}U{F,NF;}. Then we
j#i

want to show U;_;» O;= UF,, and N;—12 O; = (.

In this case we have O;={{U;>U,}NF NF}U
{F]ﬂFz} and 02:{{U2>U1}QF2QF1}U{F20F1}

Let 77 ={U;>U,}. Then we have O;={T\NF;NF,}
U{FIQFQ}, and OQZ{TlﬂFzﬂFl}U{FzﬁFI} Then 01
UO,={T'\NnFINF) U{T\NFINF)} U{FINF}U
{(FiNF}={FINF}U{FNF}U{F NF}.

Denote the universal set, Q2 UF;, iel. Then VxeQ,
we must have either xe{F\NF,}, or xe{F,NF,}, or
xe{FlﬂFz}.

So we have O,UO0,=UF, i=1, 2. 0O,N0,=
(TINFINFYN{T NFINFIN{FNEYN{F NF,} =
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(FINEIN{FNF)N{F NF). For all xeQ, if
xe{FiNE)}, then x¢{F\NF,); if xe{F,NF,}, then
X¢{F1QF2}; ifXG{FlﬂFz}, then Xé{Flﬂﬁz}.

So we have shown O;N0,=0. Therefore we have
proved Lemma 1 for /=1, 2. The case of I={1,...,7}
could be similarly proved.

A.2.2. Proof of the analytical equilibrium solution for
complete information model in Table 2

The analytical solutions of complete information model
when P,=0 are derived by considering the following eight
cases. For each case, we speciﬁcally denote the govern-
ment’s equilibrium utility as U7, i=1, ,8.

Case 1: (a*=0,d" =0,r"=0)

According to Equation (7), the government’s utility
Us'(d, d,r)=0. According to Equation (1), the terrorist’s
utility U}, =0.

Case 2: (a*=0, d=0, r*>0) In order to satisfy a* =0,
based on Equation (10) we have d=v/(0r+ 1)—c

or (v — /(0r + 1)(d + ¢))*<0.

o If d=v/(Or+1)—c, then
(v/c—1). Based on Equation 7, r*=1/0(v/c—1), and
Ui, d,r)=—Pr=p/0(1—v/c) according to Equa-
tion (11), U} =0r=v/c—1 according to Equation (1).

o If (Vv—+/(Or+1)(d+¢)* <0, which equals to
[/ (0r +1)(d + ¢) — /v] =0. So r*=1/0(v/c—1), and

U2, d.r) = (B/0)(1—v/c). and Us=v/e—1.

y/(0r + 1)—c<0=>r>1/0

In summary, we have r*=1/0(v/c—1), Ui(d,d,r)=

p/0(1—v/c), and U}, =v/c—1.

Case 3: (a* =0, d* >0, r*=0) In order to satisfy a* =0,

based on Equation (10), we have d=v—c, or

(V{d+¢) = Vi) <0

o Ifd>v—c, U} 1s max1mlzed when d* =v—c.

) If(,/(d—i—c ? <0, which turns out to be d = v—c,
then U} (adi)—c v, and U;=0. So d'=v—c,
U§3(d,d,1)—c v, and U}, =

Case 4: (a*=0,d >0, r*>0) From a* =0, we have d=

v/(0r + D)—c, or (/v — /(0r + 1)(d + ¢))* <0.

o If d =v/(0r+ 1)—c, then solve the following minimiza-
tion problem, based on Equation (7):

min d + fr
dr

v
std>———c,
Or+1 ¢

d,r>0

Using Karush—Kuhn-Tucker method (KKT) (Mokhtar
and Shetty, 2006) the optimal problem is solved. Let
fid, ry=d+ pr, gd,r)=v/(0r + 1)—c—d, we have

(). ve- (ﬁ)

Then x>0, such that

Solving
(/0v/B—1), and d*=./vB/0—c, also
BlO—2(\/vB/0+ c), Uy =
o If (Vi— /T T 0)
(Vi—/(Or + 1)(d + ¢))* =0=d=v/(0r + D)—c.

the above equations, we have r*=1/0
Ui, d,r)=
Ov/f—1.

<0, which equals to

then

U,=—d—pr=—v/(0r+ 1)+ c—fr, from Equation (11).

Let dU,/dr=0=r"=1/0(/0v/f—1), and d*=
VvBJ0—c, also Uid,d,r)=pl0—2/vB]0+c, U=

Ov/f—1. In summary, we have d*=./vf/0—c, "=

1/0(\/0v/B=1),

U, =

Case 5

Case 6:

Case 7:

Uik, d,r)=pl0—2+/vB/0+¢, and

Ov/p—1.

(a*>0, =0, r*=0) In order to have a*>0,
we have d< v/(91 +1)—c, and (Vv—

V(O0r+1)(d+¢))*>0, which turns out to

be v>c. From Equation (10), we have
a*=\/ve—c, U(d,d,r)=(c/v—1)V—P, and

Ui, =v—2+/ve+c.

(a*>0, d*>0, r*=0) Since a* >0, from Equa-
tion (10), we have d<v—c, and (V/v—
\/m)2 >0, which equals to d<v—c.
Then @ =./v(d + c)—d—c. The equilibrium
problem, Equation (11), turns out to be

. ld
mind-+V — +CV—|—Pd
d>0

st.d<v—c
d>0
Solve to get, d* = V2/(4v)fc. So a*=V/2—
V2 /(4v), U3, d r)=V?/(4v)+c—V—P,, and
=V /4v)+v—V.

(a*>0, d=0, r*>0) From a*>0, we have

d<v/(0r+1)—¢, and (/v —/(0r + 1)(d + ¢)

>0, which gives r<(Y—1)4 Based on
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Equation (10), a=+/ve/(0r 4+ 1)—c. The equili-

brium problem, Equation (11), turns out to be

min V — 7C(HF+I)V+/3V+P[;
r>0 v
v | 1
s.t. r<(z— )5
r>0

= V2c0)(4*)—1/0. So a* =
Uy (G, d,r)y=0V?c/(4pv)—V + B0
= (c+ DO*V/4B)—0Ve/B + v—1.

Solve to find,
2Bv/(VO)—c,
—P, and U

Case 8: (a*>0,d" >0, r*>0) Since a* >0, we have d<v/

Or+1)—c, and (/v —+/(0r+ 1)(d + ¢)
Then a=+/v(d + ¢)/(0r + 1)—d—c. The equili-

brium problem, Equation (11), turns out to be

d or+1
min d+ v —J4FNOTD b,
d,r>0 v
v
s.t. d< 0}"——H —C

Using KKT method to solve the optimal pro-

blem. Let f(d,r)=d+V—+/(d+c)0r+1)/v

V4 Br+ Py g(d,r)=d—v/(0r+ 1)+ ¢, then
V(0r+1)

24/ v(d+c)(0r+1)

B V(d+c)0 ’
24/ v(d+c)(0r+1)

Vf =

Then Fu>0, such that

— M =
1 24/ v(d+c)(0r+1) TH 0

_ V(d+)0 o _
B 23/ o(d+o)(0r+1) K oreny? 0

'u(d_(?rz—l—i_c):o

Solving the above equations, we find d=./fv/0—c
and r=-1/0+v/y/Bvd. Then a=+/v(d+c)/(0r+1)
—d—c=0, which contradicts to the assumption that
a>0. So there is no feasible solution for this case. So far,
we have find the optimal solutions for a*, &, r*, U};, and U},
for each case.

In the following, we discuss how to obtain the optimal
regions O; of the parameters (0,v, 5, V,c, P,) given P,=0.
Forcasei(i=1,...,7) to be optimal over other cases, we
must have

>U*’

¢ J=1 T #

Then we obtain the ranges of parameters (0, v, 8, V, ¢, P;) as
the following.

Case 1: (a*=0,d* =0, r"=0)

In order to satisfy a* =0, d* =0, r* =0, we have v<c, or
P,=v—c, or 2y/vc+ P,=v+ ¢ from Equation (10). So the
feasible set for Case 1 is Fy={v<c¢,or P,=v—c,or
2+ P,=v+c¢}. Based on Ui'=0, observing U,<0
from Equation (3), we know U3' must be the maximum
value of U, And we do not need to compare the U
i=2,...,7 to Uj}l. So the optimal set for Case 1 is
O,={v<c,or P,=v—c,or 2\/vc+ P,=v+c}.

Case2: (a*=0,d =0,r"=1/0(v/c—1)>0)

In order to satisfy r*=1/0(v/c—1)>0, which is obtained
from above, we have v>c. Furthermore, ¢* =0 requires
that v<c¢ (contradiction), or P, >0, or P,>v/c—1 from
Equation (10). So the feasible set for Case 2 is F> = {v>c;
P,>v/c—1}. Since FiNF,=0, Case 1 is infeasible for
Case 2. So we do not need to compare between Cases 1
and 2. In fact we do not need to compare between Case 1
and all other cases because FiNF,=0, j=2 ,7. To
obtain the optimality of Case 2 over all other cases,
we have U?>U5’ (j=3,...,7). It gives us a system of
equations

,_
|

ol= ol=s ol= o=

T I > > >
~—~~ ~~ —~ —~
—_

which can be simplified to

b<e
2,/

— —+c<0
ﬁ<—-¢7 V—Py)
be e yc—V-P)
g< ’(0V¢_|_ﬂ V_Pd)

So the optimal set for Case 2 is O, ={v>c, or P,>v/c—1,
plo<ec, Pv/(0c)=2+/pv/0+c<0, B/0<c/(c—v)(\/c/vV—
V=Py), BlO<c/c—)(V/(4v)+c—V—Py), BlO<c/(c—v)
(OV2c/(4Bv) + B/0—V—Py)}.

Case 3: (a*=0,d" =v—c>0,r"=0)

From d*=v—c¢>0, we have v>c¢. Furthermore, from
a* =0, we have d=v—c or P,>0 based on Equation (10).
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So the feasible set for Case 3 is F;={v>c}. Based
on Uy>Uy’ (j=2,4,5,6,7), we have the following
equations:

c—v>b(1-2
%ﬁ—i-c
c—v>\/%V—V—Pd
cfv>Z—j+chde

c—v> 6417;‘)64*/65* V — Py

c—v>——2

Note v>c¢, we have the above becomes
bse

g72 %+c<0

VIV +v—V - Py<c
Z—:—l—v— V—-Pi<c

et biv—V—c<Py

So the optimal set for Case 3 is O;={v>c, f/0>c,

BlO—2+/Bv/0+v<0, /c/vV+v—V—Py<c, V/(4v)+
v—V—P,<c, 0V2c/(4Bv)+ B/0 +v—V—c < Py}
Case 4. (a* =0, d*=+/vf/0—c>0, r*=1/0

(VOV/B~1)>0)
From d*=/vf/0—c>0 and r*=1/0(\/0v/f—1)>0, we

have ¢?/v<p/0<v. Furthermore, from a*=0, we have
1): v>c(0r+ 1)=c\/0v/p and \/vf/0 — c=v/(Or 4+ 1)—c=
v\ OV B—c=\/Bv/0—c= BI0>c)v; (ii): P,=0; (iii): P,>
0v/f—1. Therefore, the feasible set for Case 4 is Fy=
(Plv<pl0<v; P,=0v/f—1}. According to Uy*>Us’
(j=2,3,5,6,7), we have the following equations:

ENC ST

——2 %ﬁ+c>c—v

g—z\/%+c>\/§V— V— Py
§—2\/%+C>Z—j+c— V—Py
g—z\/%+c>%5+g— V- P

Simplifying the above equations, we have

b2\ /f+v>0

0
E_ 2\/:—\/V+ V+Pi+c>0
I

i vp
b2 /81 vi+p>T

0 4 2\ [B<V 4 Pyte

So the optimal set for Case 4 is Os={c*/v<p/0<v;
P,=0v/B—1; Bv/0c—21/vB/0+c>0, B/0—2/vB/0+v>0,
BIO—27/vB/0—\/c/vV +V + Py+c>0, B/0-2/vB/0+
V4 Py> V2 [(4), 0V2c/(4v) +21/vB/0<V + Py+c}.

Case 5. (a* =+/ve—c>0,d" =0, r*=0)

From a* =/v¢c—c>0,-v>c¢; v>c, 0<v—c; or P,<v—c,
or P, <c+v—2y/ve, we have the feasible set for Case 5,

={v>c¢, P,<v—c, or P,<c+v-2y/vc}. Based on
U*5 >U¥ (j=2,3,4,6,7), the following equations are
satisfied:

VBV =V =P h(1-)
\/%V—V—Pd>c—v

: 5 .
VIV =V —Pi>b-2 /¢
VIV =V =P>5tc—V-P,
VIV =V —Py>Uet by — P,

Solving the above equations gives us

b b v-v-p,
\/5V—V+V—L>Pd

VIV =V —P;>b 2[ +e

\/:V>—+C

ViV 647;6

So the optimal set for Case 5 is Os={v>c¢; P,<v—c,

or P,<c+v=2./vc; B10—Pv)(0c)<\/veV—V—Py,
c/vVV—=V+v—c>Py \/c/VV=V—P,;>[0-2:/v/0+

VWSV A+ ¢, \Jc]vV>0V3c/(4Bv) + B0}

Case 6:  (a* =V2—V?/(4v)>0, d* = V*/(4v)—c>0, r* =0)

From a* = (V/2)—V?/(4v)>0 and d* = V?/(4v)—c> 0, we
have 2\/ve<V<2v, or P, <v—V?/(4v), or P, <V*/(4v)+
v—V, s0 Fg={2\/ve<V<2v; P,<v—V?/(4v), or P,<V?
(4v)+v—V}. According to U:® >UY (j=2,3,4,5,7), we
have the following equations:

Pice—v-ri>Ea-y
Z—5+C—V—Pd>c—v
Pre—vV-P>b-2/F 1
P eV = P> [V —V Py

V2 . 0V | B
E+L—V—P[]> 4/}; p_V_Pd
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Solving the above equations, we have

Pre-v+Ea-y>p,

H—FV— V>P,;
Loy _teafisp,
Z—f+c>\/§V

Ve B
o> ap T

so the optimal set for Case 6 is Og={2\/ve<V<2v;
P,<v—V?/4v), or P,<V/@v)+v—V; V@) +c—V+
BIO(1—v/c)>Py  VZ(@Av)+v—V>Py  V/(4v)—V—PJ0

+2\/VBJ0>P, V@) 4c>AJc/vV,  Vdv) +e>
0V2c/(4Bv) + B0}
Case T:  (a* =2Bv)(0V)—c>0, d* =0, r*=0V>c/(4p%v)—

1/0>0)

From a* =2Bv/(0V)—c>0 and ~* =0V¢c/(4f°v)—1/0>0,
we have Fy=cV/Q2v)<B/0<V/2\/c/v and 0Ve/f—4fv/
0V) + P,<O?V>E/(4Bv)=2¢+v, or OVe/f+ P, <0 V¢

(2p%v) +v—1. According to Uy’ >Uy’ (j=2,...7,j#7),
reverting the comparison result shown above,
we have the optimal set O;={cV/Q2Qv)<f/0< V/Z\/;ﬁ;
0Ve/B—4Bv/0V + P,<O? V)4V —2¢c+v, or OVe/p+

P,<O* V)2 ) +v—1;  0Vc/(4Pv) + pv/(Bc)—V>P,,
0V2c/(4pv) + BlO0—V—c+v>P, OV c/(4Bv)+2+/Bv/0—
Vee>Pg  OVZ/@ARv)+ Bl0>\/c]vV, 0Vc/dpv)+ B/0
> 12 /(4v) + ¢}.

A.2.3. Proof of monotonic property

*

To check if the utility function Uj, a*, r* in Table 2 are
monotonic functions of 0, and fi, we evaluate the first
derivative of U3, a*', ¥*' (i=1, ..., 7) with respect to 6 and
B, respectively.

e First, we consider U}; with respect to 6.

Case 1: /60 0.

Case 2: Uz2/00 =0/00(B(1—v/c)/0) = —B(1— v/c)/é) >0,
since $>=0 and v> ¢ from F>; that is, U} /06=0
as long as the feasibility set F, is true.

Case 3: U /00 =0/00(c—v) =0.

Case 4:  dU3* /00 =0/00(B/0—2+/vB/0+c)= /P
(VVO—/B)J0*>=0, since from Fj, Bl0<v<
VB</v0, that is, dU5*/00=0 as long as the
feasibility set Fy is true.

Case 5: QU J00 =0/00(V/\/v—V—P,) =0.

Case 6:  dU%/00 =0/00(V?/(4v)—V + ¢—P,) =0.

Case 7: QU [00 =0/00(0V>c/(4Bv)—V + B/0—P,) = VZ¢/
(4Bv)—B/0>>0, since from F;, B/O<V/2\/c]v
< V2c/(4Bv)> B/0>. So dU% /00>0 as long as

the feasibility set F5 is true.

In conclusion, 0U};/00=0. So U} is a weakly increasing
function in 6.

e Similarly, considering U with respect to f§ as follows:

Case 1: U jop=0.

Case 2: DU /OB =0/0P(B(1—v/c)/0) = (1—v/c)/0 <0,
given Fr,={v>c}.

Case 3:  dU% /0B = @/0f(c—v))=0.

Case 4. dU* 00 =0/0p(B/0—2/vB/0+c)=1//0
(l/ﬂ—\/v/_ﬁ)<0, given f/0<v from Fy=
{(Plv<plO<v}.

Case 5: DU OB =3/3p(V/\/v—V—Py=0.

Case 6: QU /op =0/0p(V?/(4v)—V + ¢c—P,) =0.

Case 7:  dU [op =0/0p(OVc/(4Bv)—V + B/0—Py) =

—0V?¢/(4vp?) +1/0<0, since F, gives BJO<
V)2\/c]v< 07> 4v)(Ve) = — 0V c/(4vp) +
1/6<0.

In conclusion, 0U;/0f<0. So Uj; is a weakly decreasing
function in f.

e Similarly, considering the first-order condition of the
terrorist’s equilibrium effort ¢* with respect to 6 and f as
follows:

Case 1:  da*'/00=0.

Case 2:  0a**/00=0.

Case 3:  0a*>/00 =0.

Case 4: 6a*4/60 =0.

Case 5:  0a*>/00 =20/00(y/ve—1)=0.

Case 6:  0a*®/00 =20/00(V/2—V?/(4v)) =0.

Case 7: 0a*"/00 =0/0B(2Bv/(0V)—c) = —2pv/(0*V) <0,

given f, v=0.

In conclusion, 0a*/00<0. So a*
function in 6.

is a weakly decreasing

e Next, we consider the first-order condition of &* with
respect to f5:

Case 1:  da*'/0p=0.

Case 2: Ga*z/aﬁ:O.

Case 3:  da**/0p=0.

Case 4:  da**/0p=0.

Case 51 0a*>/0p =0/0p(r/ve— 1) 0.

Case 61 3a*®/0p=0/0p(V/2—V?/(4v))=0.

Case 7: da*’ [0 =03/0PR2Bv/(OV)—c)=2v/(0V)=0, given

B, v=0.
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In conclusion, 0a*/0f>=0. So a* is a weakly increasing
function in f.

e Next we consider the monotonic property of r* with
respect to f5.

Case 1:
Case 2:
Case 3:
Case 4:

olpp=0.
or*2Jop = 0/0B(1/0(v/c—1)) =0.
or/op=0.

or4/op=0/0p(1/8\/(0v/F — 1) = ~1/2BV/P)
V/v/0<0.

Case 51 or°/of=0.

Case 6:  dr®/op=0.

Case T: O’ [0 =0/0POVc/(4B>)—1/0) = —0V¢/(2Y)
<0.

In conclusion, 0r*/0f<0. So r* weakly decreases in f.
Therefore we have proved the Proposition 2a and 2b.
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